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In December 1995, the FOA, in association with Clifford Chance and PricewaterhouseCoopers,
produced the first edition of its publication “Managing Derivatives Risk: guidelines for end-users
of derivatives”. It proved an instant success and was used for benchmarking purposes by a large
number of institutions and organisations around the world as well as making a useful contribution
to other organisations and associations looking to produce their own guidelines. In January 2000,
the FOA published its “Guidelines for Market Users of the London Metal Exchange” which was
based on the original 1995 guidelines, but was revised and amended so as to be particularly
relevant to users of the LME.  

This second edition of the original publication has been substantially updated to take account of
the impact of technology, industry consolidation and globalisation on firms and institutions
operating in the trading environment.

Foreword
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The Futures and Options Association (www.foa.co.uk)

The FOA is an industry trade association for firms and institutions carrying on business in futures,
options and other derivatives or which use such products in their business. It covers the whole
spectrum of financial, metal, “soft” commodity and energy products. Its principal role is:

“To represent the interests of its members in the public and regulatory domain and
deliver a wide range of support services to the membership.”

The FOA fulfils this role by:

• constructive liaison with regulators, government and other political and trade bodies at 
national, European and international levels;

• raising public awareness and understanding of the derivatives industry;

• producing standardised industry documentation, publications and guidelines;

• delivering training courses and workshops.

Further information on the FOA can be obtained from its website (www.foa.co.uk).

PricewaterhouseCoopers (www.pwcglobal.com)

PricewaterhouseCoopers is the world's largest professional services organisation. Drawing on the
knowledge and skills of its people, it helps its clients solve complex business problems and
measurably enhance their ability to build value, manage risk and improve performance in an
Internet-enabled world. 

It offers industry-focused solutions and a strong implementation capability. Through a global
network of financial service specialists, it provides advisory services to assist clients in
performance improvement, systems design and implementation and all aspects of risk
management, including identifying, measuring and controlling financial and other risks which
arise throughout their businesses. Services offered include: financial markets strategy for banking,
capital markets, insurance and investment management; new product strategy; application of
capital allocation tools and techniques; risk management strategy, policy and objectives;
integrated risk management solutions; benchmarking processes; market, credit and operational
risk processes and measurement; derivative control; risk based performance evaluation
techniques; risk systems selection, implementation and integration; reporting and management
information systems; as well as a complete range of assurance and regulatory services, including
the new Basel Accord. 

Clifford Chance (www.cliffordchance.com)

Clifford Chance is a leading international law firm with some 3,800 lawyers (around the world)
working for a single partnership. Clifford Chance is pre-eminent as a law firm advising financial
institutions and corporations in relation to financial transactions, including derivatives. It has
worked successfully with the Futures and Options Association since it was founded and is a strong
supporter of its continuing work in the field of derivatives. 
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This document is intended to provide a helpful indication of some (but not all) of the kind of
controls and procedures that may be adopted by users of derivatives, whether traded over-
the-counter (OTC) or on an exchange or on any other alternative trading system. They are in
no way conclusive or exhaustive and in many cases will need to be adapted to fit the size of
the organisation, the scale of its trading, the expertise of its staff and any rights and duties
imposed upon it either through its contractual relations or by any external regulatory agency.
Companies should always seek legal, accounting and other professional advice as regards
the appropriate procedures, practices and controls that should be in place in relation to their
own particular use of derivatives.

A list of organisations that may be contacted for further information appears in Appendix 2.

Contents
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The increasing sophistication of the capital markets and the creativity of investment bankers and
other financial institutions have fostered the introduction and use of a wide variety of complex
financial instruments and structured financial transactions. Most organisations now use these
kinds of transactions, which involve the use of derivatives, to hedge exposures or manage
portfolios more efficiently. However, the lesson for others has been that, if used inappropriately or
for excessive speculative gain, they can also generate significant losses. While it is true that, when
measured against the enormous volume of business undertaken worldwide, large losses are
comparatively few in number, the size of them has sometimes been unacceptably high. The
causative factors are usually any or all of the following: excessive position-taking (in relation to
capital), unexpected market moves, fraud, ineffective risk management controls, inadequacies in
corporate policy governing their use and/or insufficient product understanding. The problem for
organisations is that by omitting to use derivatives (prudently) for hedging purposes, they may be
speculating with underlying values in a way which can be just as risky and dangerous as using
derivatives inexpertly or imprudently. This means that the board directors could be construed as
failing in their duty to act in the best interests of their companies if, through lack of knowledge,
they omit to manage risk which ought to be managed. Conversely, they may also be failing in their
duty to so act if they permit the organisation to take positions in these instruments without having
the proper controls or staff in place.

Undertaking any transaction (whether or not it involves derivatives) can have significant
consequences for an organisation, its employees, customers and suppliers if their full economic
effect is not properly understood, controlled and managed. The collapse of Enron, while not
directly resulting from the use of derivatives, demonstrates the importance of good corporate
governance and the need for boards and senior managers to properly understand the risks
inherent in their business and the nature of the transactions entered into by the organisation. 

In developing the original Guidelines, the FOA was (and has continued to be) motivated by the
need to produce a core set of basic recommendations for managing derivatives risk which were:

• consistent with best practice in managing derivatives risk;

• capable of adoption by end-users, whether regulated or not and whatever their size;

• straightforward, practical and cost-effective.

These revised Guidelines (which are summarised below) comprise six core principles for
managing derivatives risk. While they include suggestions as to the kind of practical steps
necessary to implement them, the form and extent of their implementation will depend upon the
precise circumstances of the user, including the size, purpose and frequency of its transactions,
and upon the staff and resources available to the user. For example, a number of the
recommendations rely on the very important principle of segregating functions to avoid conflicts
of interest and establishing an effective independent audit, yet smaller firms may simply not have
sufficient staff to establish independent surveillance units. In such circumstances, they will need to
have monitoring procedures in place to ensure that conflicts of interest, where they exist, are
managed effectively. Moreover, some organisations will, of course, be subject to their own special
regulatory requirements or may be members of professional bodies which have issued their own
guidelines or statements of best practice.

In view of the importance of having effective oversight procedures and controls in place for
managing specific areas of risk to which an organisation may be particularly vulnerable, principles

1 SUMMARY OF PRINCIPLES AND RECOMMENDATIONS
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3, 4, 5 and 6 focus on the identification and management of market risk, credit risk, operational
risk and legal risk.

1. The board of directors (or its equivalent) should establish and approve an effective policy for

the use and risk management of derivatives which is consistent with the strategy,

commercial objectives, financial position and risk appetite of the underlying business of the

organisation.

In order to carry out this function, the board should inter alia determine the risks to which the
organisation is exposed (e.g. market risk, credit risk, operational risk, legal risk); decide
whether the trading operations are to be run as a profit centre or as a cost centre solely for
hedging purposes; and ensure that all trading activities and any consequential risks are
subject to effective reporting and internal control systems. To be able to perform its duties
effectively, it is important that the board is comprised of those who have the appropriate
level of experience, knowledge and skills.

2. Senior management should establish an organisational structure and an independent 

framework of internal controls and audits for derivatives.This should be consistent with the

principles of good corporate governance for supervising all the organisation’s trading

activities and for managing its risk. 

The risk management function should provide for identifying, measuring, managing,
monitoring, mitigating and reporting on all aspects of risk and should include a detailed
analysis of the different types of risk to which the organisation is or may become subject. 

The framework should particularly provide for reporting lines, counterparty and
documentation approvals, competency training and assessment, appropriate accounting and
disclosure treatment, the prevention of trading and market abuse, the setting and enforcing
of limits, segregation of functions and contingency planning.

3. Senior management should ensure that there are procedures and controls for derivatives in 

place sufficient to identify, measure, manage, mitigate and report on all forms of market risk

that may be generated by adverse movements in equity, bond, commodity, currency or other

market prices, indices or rates or changes in the volatility of such movements.

Market risk policies should provide for the approval, execution, confirmation, recording,
measuring, monitoring and reporting of transactions and address matters such as dealing
authorities, the use of risk/position limits, procedures for evaluating exposures and stress
testing. 

4. Senior management should ensure that there are procedures and controls for derivatives in 

place to identify, measure, manage, monitor and report on all forms of credit risk to which

the organisation will be exposed and secure its mitigation through the use of netting and

collateral arrangements or other credit enhancement techniques.

An organisation’s framework for addressing credit risk should include counterparty risk, third
party risk, country risk and settlement and pre–settlement risk.

It should be capable of differentiating between the risk profiles of over-the-counter and
exchange-traded transactions; assessing the advantages and disadvantages of segregation;
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using, as appropriate, limits, netting and collateral to mitigate credit risk; and establishing a
contingency plan in the event of a counterparty or broker experiencing credit difficulties. 

5. Senior management should ensure that procedures and controls for derivatives are in place 

to identify, measure, manage, monitor, report on and, where practical, mitigate operational

risk, including technological risk.

Processes should provide for an analysis of and a methodology for managing all types of
operational risks faced by an organisation, including the impact of new products,
counterparties and customers; changes in the trade cycle; the automation of business
processes; outsourcing of IT services; changes in management; and any sudden loss in
business continuity. 

6. Senior management should ensure that procedures and controls for derivatives are in place 

to identify, measure, manage, monitor, mitigate and report on legal and regulatory risk.

It is particularly important to make sure that an organisation and its counterparties have the
legal capacity or power to enter into derivatives transactions and their dealings are in
compliance with relevant statutory requirements. The documentation should cover the nature
of the relationship between the organisation and its bank or broker and the terms of dealing.
Full consideration should be given to the use of, where available, market standard master
agreements (particularly relevant in the case of netting) and the use of credit enhancement
arrangements. It is also critical that the documentation is enforceable in the event of default
or dispute.

These guidelines do not purport to be an insurance policy providing those who implement them
with immunity from the risks associated with derivatives activity; nor do they attempt to deal in
detail with the different circumstances that may be peculiar to particular types of user. They do,
however, suggest practical steps for implementing the recommendations and provide a useful
good practice benchmark for managing derivatives risk. They are also consistent with the kind of
internal controls that most well-structured organisations will have in place for addressing
comparable areas of risk arising in connection with the organisation’s other activities (and, to that
extent, the principles will have, in some respects, broader application). 

It is to be hoped that by understanding and implementing these guidelines, users of derivatives
will become more aware of the risks associated with derivatives activity and better prepared to
deal with them.
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The term “derivative” encompasses any financial instrument, the value of which is derived from
the price of some underlying asset, index or rate. Originally based on commodities, the range and
usage of these instruments have increased dramatically to the extent that they now cover a wide
range of financial products (e.g. equities and bonds), money rates (e.g. interest and exchange
rates), indices (e.g. equity and commodity indices) as well as “soft” commodities (e.g. coffee,
sugar, cocoa, wheat, barley), precious and base metals, electricity, gas, oil, weather and other
energy products. Whether transacted on a regulated exchange or on any other form of multi-
lateral trading platform or bilaterally over-the-counter (that is, off-exchange), derivatives today are
increasingly being used – and used successfully – by growing numbers of corporates, financial
institutions, building societies, insurance companies, commodity groups, fund managers and
other organisations. Whether the purpose of trading is to hedge against future adverse price
movements in respect of underlying assets and/or portfolios, manage interest rate or exchange
rate risks, or take positions with a view to improving profits, derivatives are and will continue to
play an important and internationally recognised role in the world’s trading and financial systems.

1.Trading on an Exchange

Exchanges have to operate with a high level of integrity, efficiency and transparency in order to
deliver confidence in their markets and provide for the fair treatment of all market users.  They
usually have to be licensed in their own home state and be able to demonstrate continuing
compliance with the requirements of that home state. While these requirements and the degree of
accompanying oversight and enforcement may vary from country to country (and from exchange
to exchange), their purpose is generally to ensure that an exchange:

(a) maintains high standards of integrity and fair dealing;

(b) facilitates a “proper market” in their instruments;

(c) ensures that its prices are transparent and the price formation process is reliable;

(d) has a mechanism to monitor compliance with its rules; 

(e) has effective arrangements for the investigation of complaints;

(f) has financial resources sufficient to sustain proper performance;

(g) has a high degree of security and operational reliability and appropriate contingency 
arrangements.

These requirements are supplemented by regular liaison between exchanges and their licensing
authorities over matters such as market supervision, the development of new products and
strategies, enforcement and market safety and integrity. Each exchange will usually have a broad
range of regulatory rules, practices and procedures designed to meet its recognition or licensing
requirements and attain its commercial objectives, including: 

Membership rules, which will vary according to the category of member (e.g. some members may
clear transactions (see later), whereas others may only be permitted to execute transactions), but
which are designed to ensure that an exchange’s members are fit and proper and adequately
capitalised to carry on their trading activities.

2  THE DERIVATIVES TRADING ENVIRONMENT: AN OVERVIEW
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Market regulation, which is designed to ensure that, on a day-to-day basis, market users conduct
their exchange business in an orderly fashion. For example, there are rules on trading hours; rules
preventing the dissemination of false information, the execution of false trades or market
manipulation; and emergency rules covering, for example, the imposition of position limits, the
suspension of trading and increases in margins. There are also rules and procedures for the
detection, investigation and sanctioning of rules’ breaches; for registering transactions, checking
mis-matches and publishing prices. Many exchanges supplement their enforcement rules with in
extremis powers of intervention, usually exercisable where the market is being affected adversely
by undesirable or improper trading practices (e.g. ordering a member to trade out of contract
positions or reduce its net trading position).

Contract rules, which address such matters as contract specification, the quality of goods,
warehousing and points of delivery.

Arbitration procedures, which may range from providing “documents only” hearings to permitting
full legal representation. They may cover not just contracts traded on the exchange, but also
disputes over the trading of any product related to or underlying those contracts. 

All users should satisfy themselves as to the trading costs, liquidity and transparency of the
execution venue for their transactions and, in particular, whether it is an organised and regulated
exchange or some other alternative market (which may still be licensed by its home state
authority, but which may be subject to less regulation and may be less transparent). For example,
public disclosure of certain aspects of how the exchange is organised (e.g. governance structure,
senior management structure) can assist transparency to the users. 

2.Trading Over-the-Counter

A large and increasing amount of trading in derivatives is done privately or “over-the-counter”
(OTC) i.e. on a bilateral basis between financial institutions, organisations and companies.
Dealings may take place on an electronic platform that may provide similar functionality as a
regulated exchange. Such a platform may be the proprietary platform of a single institution (e.g. a
bank or an energy trading company) or it may be owned or used by a consortium of financial
institutions.

It should always be borne in mind that, while there is often a close interface between cash and
commodity markets and between over-the-counter trades and exchange trades, OTC transactions:

(a) are not subject to exchange rules (although some may be incorporated in their terms) and 
should not be confused with out-of-hours trading in exchange contracts (which will be
covered by the exchange’s rules);

(b) unless otherwise specified, are not subject to clearing house rules, which means that, unless 
the parties otherwise agree, they are not subject to margin arrangements;

(c) have a different risk profile to exchange-traded contracts; 

(d) have the advantages of being able to be traded in quantities or over trading periods or at 
points of delivery or in currencies other than those quoted on an exchange, thereby more
accurately reflecting the real risk of the underlying transaction (rather than using the nearest
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available exchange-traded transaction) (NB: Sometimes there may be no listed exchange-
traded contract which is capable of hedging that risk);

(e) may, particularly where they are unusual or complex, be more difficult to value and be 
subject to lower levels of price transparency than exchange-traded contracts (NB: This
reduced level of price transparency and the added elements of customisation desired by both
parties may result in an increased cost, which may be clearly articulated or it may be
embedded in the structure of the transaction).

3.The Role of Clearing

The role of a clearing house, which may be an independently established organisation or a
division of an exchange, is to act as a central counterparty for trades executed on the regulated
market(s) with which it is associated. Its principal objective is to help “guarantee” the financial
performance of trades in order to reduce counterparty risk, increase market liquidity and use
efficient “straight-through processing” to maintain low settlement costs. The provision of a secure,
effective and cost-efficient clearing service into the market place helps to protect the overall
integrity of the market(s).

Traditionally, the provision of such a central counterparty service (CCP) has concentrated on
transactions executed on a regulated market or exchange. However, some clearing
houses/clearing divisions are now providing this CCP facility in a number of over-the-counter
markets (e.g. the interbank interest rate swaps market, repos and other OTC products).

In order to become cleared, a contract must be traded between two clearing members of an
exchange who are also members of the clearing house (and, by definition, capable therefore of
meeting the necessarily high requirements concerning liquid assets and capital) at which point,
through the process of novation, the clearing house will become the counterparty to both
members thereby, in effect, guaranteeing the trade. This means that contracts entered into
between non-clearing members of an exchange will have to be “given up” to a clearing member
for the contracts to be cleared.

Following the process of novation, each party to the trade will be required to make an initial
margin payment which represents a notional price movement greater than that which is believed
likely to occur in the relevant contract over one day. These margin payments are required to be
made in high quality assets (e.g. in certain currencies, acceptable government securities and
money market instruments and a strictly specified range of equities) and are the subject of regular
review to ensure they are an adequate representation of risk. In most cases, a clearing house will
have default rules which are designed to protect its rights to use a defaulter’s financial resources
which are at its disposal to offset its financial obligations and to guard against the risk of a
liquidator of a defaulter “cherry picking” profitable contracts which the member has entered into
with the clearing house. Members of a clearing house will also usually have to contribute to a
Default Fund, which is intended to meet the cost of any losses arising from defaulted contracts for
which the clearing house has responsibility.

A clearing house performs its role:

- by assessing and managing member counterparty risk, delivery risk, banking and 
collateral lodgement risk and contract risk;



- by operating a centralised, automated treasury operation for the purpose of 
administering payments and receipts for the lodgement and withdrawal of collateral as
well as the management of a multi-currency portfolio of significant proportions;

- by revaluing on a daily basis the novated contracts which it has entered into with its 
members and, reflecting the various price movements, collecting additional or
“variation” margin from members whose positions have fallen in value and paying such
margin to those whose positions have risen in value; 

- by monitoring positions and reviewing financial reports, credit rating assessments and 
the internal controls of its member firms;

- through the settlement and delivery of netted transactions for futures and options 
markets, and the issue of netted settlement instructions to a Clearing and Settlement
Depository (CSD) or International Clearing and Settlement Depository (ICSD) for equity
and OTC markets.

4. Selecting a Broker (1)

When a customer deals with a licensed broker, that customer is entitled to expect to be dealing
with a reputable and professional organisation with well-trained and suitably qualified staff and
one which will be regulated to a high standard (see Section 5).  However, customers should
remember that all trading and investment activity (whether “geared” or otherwise) carries varying
degrees of risk and no matter how well the regulatory authorities perform their duties, human
errors, extreme market volatility, counterparty defaults and fraudulent behaviour can and do
happen.

For these reasons, while the regulatory authorities may have extensive powers and sanctions
designed to protect investors, customers where possible, should still (a) undertake their own
enquiries as to the business standing of their financial adviser/broker and the suitability of
transactions entered into on their behalf; (b) establish their own internal controls and procedures
for managing the risks underlying their derivatives exposures, including regular reviews of
brokers and counterparties with whom they have credit exposure; and (c) ensure that they
understand the nature of the transactions to be executed on their behalf (and not sign any
documents until they are understood).

Regardless of size or type (e.g. bank or small specialist broker), brokerage houses will usually have
a “back office”, which balances, monitors and verifies customer positions and reconciles accounts;
a “front office”, which handles customer orders; a credit department for assessing and monitoring
the creditworthiness of new and existing clients, particularly where credit lines are extended to
them; a compliance department, which ensures that the firm observes the rules of its regulatory
authority; and a research department, which is responsible for keeping abreast of market
information and analysing and recommending trading strategies.

When selecting a broker, consideration should be given not just to fees and commissions, but
also, where feasible, to a broker’s financial strength, management structures, operational legal
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capacity to undertake the relevant business and to the effectiveness of its systems and procedures
for dealing with contingencies and whether or not it is trading on its own account. The selection
process should be the subject of documented assessment and regular review, where possible, by
personnel free of any possible conflict of interest. 

More particularly, a customer should:

(a) make sure that the broker is of good reputation, has (including its staff) sufficient 
experience and is of adequate financial worth to undertake the required business;

(b) check that the broker is licensed to carry on the business in question and by whom the 
broker is licensed/regulated (NB: Different regulatory authorities have different rules);

(c) where possible, meet the broker to establish a proper working relationship and assess 
the overall operation and the kind of people running it;

(d) ensure that the terms of business include any restrictions to be set on the range of 
transactions to be entered into on the customer’s behalf (NB: Pre-contract discussions are
often evidential of what the parties intended and may be used to interpret any unclear or
ambiguous terms in a customer agreement);

(e) understand the nature of the relationship with the broker (e.g. principal/agent; 
fiduciary/at “arms length”) and, whether the broker is providing an execution-only
service or is under an obligation to provide the customer with specific advice (which
should not be confused with the provision of market information);

(f) where possible, obtain independent confirmation of the quality of service (e.g. from other
customers);

(g) read all risk disclosure statements or notices, bearing in mind that, while all financial 
activity involves some degree of risk, generally, the greater the potential for profit the
greater the risk of loss (NB: This is particularly true of geared products such as
derivatives when they are traded for speculative purposes);

(h) find out how fees, commissions and other forms of remuneration are calculated and 
charged, taking into account the quality and range of services on offer;

(i) ensure that the range of services offered by the broker is appropriate and that any 
recommendations are supported by research and analysis;

(j) where appropriate, use a broker included on the list of any relevant exchange.

Customers should, no matter how reputable the broker, review their accounts to ensure that (a) no
unauthorised trades have taken place; (b) there is no excessive turnover in transactions; and (c)
the commission charged in respect of dealings over the relevant period is as agreed.

If a customer does have a complaint, it should be raised first with the broker to provide the broker
with an opportunity for investigating and, as appropriate, correcting the situation. If the customer
is still dissatisfied, the matter should then be referred in writing to the relevant regulatory
authority or exchange who may then investigate the complaint and/or refer it to arbitration.



5.The Role of Regulation

Regulatory policy and practice can vary significantly around the world. For example, in some
countries there is a single unitary regulatory authority (as in the United Kingdom and Singapore),
while in others there are several sectoral authorities, each of which is responsible for regulating a
different part of the financial services industry (e.g. in the United States). Some jurisdictions may
have separate Codes of Conduct for the carrying on of wholesale/professional business while
others provide certain rules designed to protect retail customers, such as “best execution”.
Whatever the approach, the principal objectives of regulation are, in general:

(a) to maintain overall confidence in the integrity of markets and in the financial system;

(b) to ensure that companies and individuals carrying on financial services business are and
continue to be “fit and proper” for that purpose;

(c) to provide appropriate protection for investors and customers of financial services;

(d) to reduce the potential for any financial service activity to be used for criminal purposes, 
particularly financial crime.

In furtherance of these objectives, most regulatory authorities will perform their role by:

(i) licensing and supervising institutions which provide financial services; 

(ii) licensing and supervising exchanges and clearing houses and other alternative market 
providers; 

(iii) enforcing the regulatory framework through the application of principles, rules and/or 
codes of conduct and by the exercise of various statutory powers;

(iv) co-operating with other competent authorities for the purposes of regulating complex 
groups, securing information and investigating and enforcing their rules;

(v) where possible, recognising the regulations of non-domestic authorities.

As such, the principles, rules and guidance of many regulatory authorities will usually comprise: 

• Licensing rules, which cover firms and persons carrying on business in dealing, broking, 
giving advice on or managing financial products and instruments (including derivatives)
– the overall objective being to ensure that they are and continue to be of good repute,
competent and sufficiently resourced to carry on their business. These licensing
requirements may be supplemented by registration requirements for key employees
covering their competence and integrity.

• Business conduct rules, which prescribe how firms should conduct financial services 
business with their customers and manage conflicts of interest. 

• Advertising and marketing or financial promotion rules, which are designed to prevent 
undesirable and misleading sales practices.
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• Client money and assets rules, which require licensed firms to hold money and other 
assets (including collateral) separately from the firms’ assets to give greater protection to
them in the event of the firm becoming insolvent. In some jurisdictions, banks may not
be permitted to protect customer assets in such a way as to give them preference over
their depositors.

• Financial rules, which focus on the solvency and soundness of firms by requiring them to
maintain, at all times, minimum financial resources to cover various forms of risk (e.g.
position risk, credit risk and operational risk); keep adequate records; and submit regular
financial reports. While these rules may vary when applied to banks, they will still be
subject to capital adequacy and other rules, ensuring the adequacy of their systems and
controls. 

• Market conduct rules, which supplement the market integrity rules of exchanges and 
clearing houses, but cover insider dealing and market abuse.

• Surveillance and enforcement rules, which establish procedures for monitoring, 
investigating and, in the case of rules’ breaches, sanctioning of firms.

• Complaints/redress procedures, (usually also available under the rules of an exchange), 
which provide customers (whatever their nationality) with simple, economic and speedy
rights of redress (in addition to civil rights of action). 

• Compensation schemes, which enable retail customers to seek compensation from a 
central fund in the event of the default of their broker, usually up to a maximum sum.

Customers doing business with an overseas institution either cross-border or with or through the
local branch of an overseas institution will, in the main, be subject to the rules of the authority
which licensed that institution (i.e. the rules of the country from which the service originates or
where the institution is based). For example, customer money will often (but not always) be held
according to the rules and requirements of the institution’s licensing authority. Such business may
also come under and be governed by some of the rules of the regulatory authority of the country
in which the customer is based or, in the context of branch business, the country in which the
branch is established. For these reasons, customers should always check carefully with their
broker to ascertain, in general terms, how and by which authority the broker is regulated; how the
customer’s money and assets will be held and under whose rules; and the extent to which and
where the customer may be able to seek redress or compensation (including whether the
customer can take action in the customer’s own jurisdiction).

Customers should also be aware of the fact that, while the jurisdiction of most regulatory
authorities is largely limited to financial services business conducted within or from their own
jurisdictions, a regulatory authority may seek to exercise powers of investigation and enforcement
in respect of behaviour outside its jurisdiction on the basis that that behaviour has an economic or
market effect inside its jurisdiction (e.g. market manipulation).

Managing Derivatives Risk
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In general terms, risk can be defined as anything that can impede an organisation from achieving
its strategic objectives. It encompasses not only some of the more predictable threats or hazards
that an organisation may face, but also the failure to maximise opportunity or address the
uncertainty of results not being as expected – and is endemic in all forms of commercial or trading
activity. 

In order to address risk in an efficient and effective manner, the organisation should:

(a) identify, on a continuing basis, all the risks relating to its activities, including derivatives 
trading activities; 

(b) determine its appetite for risk based on the above identification of risks, i.e. which risks it 
is prepared to accept and which risks it is not prepared to accept;

(c) develop effective and well-understood policies for defining the context, scope and 
objectives for managing risk;

(d) develop specific responsibilities for implementing those policies; 

(e) establish procedures for measuring, managing, mitigating and reporting on risk across 
the organisation on an ongoing basis, particularly market risk, credit risk, operational risk
and legal risk.

While organisations around the world are focussing continually on how to manage risk effectively
and being encouraged by regulatory agencies to implement robust systems and processes, the
impact of globalisation and technology and the growing interface between products and services
are not only impacting significantly on the management of existing risks, but are also generating
new and different kinds of risks, making the overall quantification and management of risk that
much more complicated.

Guidelines for end-users of derivatives

3 GENERAL GUIDELINES
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The board of directors (or its equivalent) should establish and approve an effective policy for

the use and risk management of derivatives(3) which is consistent with the strategy, commercial

objectives, financial position and risk appetite of the underlying business of the organisation.

1.1 The board of directors is responsible for ensuring that its organisation has the requisite 
power to use derivatives, taking into account any applicable legal or regulatory constraints
(see Principle 6). 

1.2 The board should establish and approve a policy to govern the organisation’s overall 
objectives for their use of derivatives (and any limits on their use) consistent with the
organisation’s appetite for risk, level of expertise and financial position. This means that the
board should:

(a) understand the number, size and nature of the key risks to which the organisation is 
exposed and assess their impact on the organisation’s business objectives (e.g. market
risk, credit risk, operational risk, legal risk, etc) (see Principles 3, 4, 5 and 6);

(b) determine which part of the organisation’s investment or commercial process should be 
protected and over what period by assessing those risks which are acceptable and those
which are not (e.g. in looking at the merits of a hedging strategy by evaluating the
economic cost of hedging in terms of systems, people and commissions against the
knowledge and experience within an organisation for assessing and accepting risk);

(c) agree the purpose for using derivatives i.e. is the organisation’s treasury to be run as a 
profit centre using the leverage which is inherent in these instruments to enhance return
(which may create more risks for the organisation), or as a cost centre solely for hedging
purposes (i.e. risk reduction)?

(d) to the extent that derivatives will be used for hedging and managing risk, understand 
and agree the precise objectives (e.g. to meet budgeted targets; to manage cashflow; to
protect existing or anticipated underlying cash or physical positions/investments; to
guarantee prices to customers; to hedge exposure based on sales projections/orders; to
keep within pre-determined price ranges).

1.3 Prior to setting the policy for using derivatives, the board should be satisfied:

(a) that it (or those directors which are charged by the board with that responsibility) 
understands risk management instruments and how hedging is to be defined (e.g.
where, for how long and against what is the organisation hedging?);

(b) as to the qualifications and experience of senior managers and others who will be 
responsible for identifying and managing the risk associated with their use of derivatives
and that no undue reliance has been placed on too few specialists; 

(c) that staff who are responsible for controlling risks and administrating transactions are 
independent of those initiating the transactions and have the skills and experience that
enable them to challenge them effectively as may be necessary. 

(2) Or any equivalent governing body 
(3) The term “derivatives” includes exchange-traded as well as OTC transactions. 

Principle 1:The Role of the Board of Directors (2)
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1.4 The board of directors should comprise individuals who have the relevant level of 
experience, skills and knowledge in order to perform its duties effectively. This means that
there should be a clear definition of the appropriate skills set and a process of careful
selection of the potential candidates. 

Impact of remuneration policies

1.5 The board of directors should ensure that remuneration policies do not encourage excessive 
trading or undue risk-taking by traders. Even if the purpose of using derivatives is risk
reduction, increased risks may result from large performance-related bonuses which are
based solely on the profitability of those engaged in the transactions. 

Reporting on internal controls and systems(4)

1.6 While the implementation and detailed day-to-day management and monitoring of the 
organisation’s risk strategy can be delegated to senior management (and the board may
establish a special oversight committee to perform this function), the ultimate responsibility
for the management of risk will remain with the board as a whole. 

1.7 This means that the board of directors should exercise their oversight responsibilities to 
ensure that:

(a) the reporting and internal control systems of the organisation:

(i) are such that senior management can monitor whether transactions are being 
undertaken in accordance with the stated objectives and strategy (e.g. in the case of
hedging transactions, that the underlying instrument, rate, or commodity is properly
identified) and in compliance with legal and regulatory requirements;

(ii) include adequate division (and regular review) of responsibilities for executing,
confirming and settling transactions or, in the case of smaller firms with limited staff,
include monitoring procedures sufficient to manage effectively conflicts of interest;

(iii) ensure that accounting practices do not put the company at risk of non-compliance 
with generally accepted accounting principles or result in misleading and inaccurate
financial statements;

(iv) prevent the use of derivatives or other transactions from creating a false impression 
of the company’s true financial condition and require full public disclosure of all assets,
liabilities, derivatives, other transactions and activities (e.g. hedging transactions) that
could materially affect the company’s financial condition;

(b) there is a consistent and readily verifiable method of measuring risk which is appropriate 
to the scale of trading activity;
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(4) The collapse of Enron, although not specifically related to derivatives, illustrated how companies can
manipulate balance sheets to increase leverage through the use of derivatives and special purpose vehicles.
More generally, boards are now taking actions to raise standards and enhance corporate governance and non-
executive directors are being encouraged to ask key questions of their boards e.g. do we use off-balance sheet
financing? Is our level of debt transparent in the financial statements? What risks could significantly impact our
organisation and how can we be assured that they are being managed adequately? Does our system of
internal controls give sufficient early warning of problems? Is the audit committee aware of the scope of
coverage by our internal and external auditors? 
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(c) it receives regular information on risk exposure and the usage of derivatives in a form 
which is understood by them and which permits them to make informed judgements as
to the level of risk in accordance with an agreed reporting framework that clearly sets out
the report types, the frequency of the reports, the responsibility for producing them and
the recipients of them;

(d) it monitors compliance with relevant laws and regulations (see section 6);

(e) there are adequate training programmes in place to ensure relevant skills are built up 
and maintained to understand, measure, manage, mitigate and report on the various
risks faced by the organisation including market risk, credit risk, operational risk and
legal/regulatory risk (see sections 3, 4, 5 and 6); 

(f) internal controls are capable of being adapted to cope with significant changes in the 
business (e.g. layoffs, staff turnover or reduction, which can affect internal controls,
financial accounting and reporting systems or result in key control procedures no longer
being performed or performed less frequently or by individuals lacking proper
understanding to identify and control errors) (see section 5).

1.8 For organisations of sufficient size or complexity, the board should consider supplementing 
its internal controls with an effective internal audit function to independently evaluate those
controls, including the identification and evaluation of the key risks impacting the
achievement of the organisation’s business objectives. In addition, it may advise and support
line managers in discharging their risk management responsibilities (see further paras 2.5 to
2.8).

1.9 In assessing the role of external auditors, the board should:

(a) review the external auditors’ proposed audit scope and approach and enquire into 
reasons for subsequent changes to the audit plan;

(b) enquire as to the degree of coordination of work between the external auditor and the 
internal audit function to ensure it is appropriate under the circumstances;

(c) review reports made by the external auditors to management and ensure that 
management responds appropriately to the findings;

(d) consider the independence of the external auditors in order to fulfil their role of reporting 
to shareholders.

Suggested action points

• The board should ensure that appropriate processes and mechanisms are in place to 
facilitate compliance with good corporate governance and practice, particularly in the
context of its relationships with its stakeholders (i.e. its customers, shareholders and
employees).

• The board should ensure that its trading activities comply with the organisation’s Articles 
of Association (or their equivalent) and any applicable laws.



• Before any transactions are executed, the board should review their proposed general 
purpose and use to ensure that: 

– they are consistent with management capabilities and the financial position, strategy, 
commercial objectives and appetite for risk of the underlying business;

– they (and the purposes for their use) are set out in an approved list;

– the risks and rewards of their use have been assessed and documented by persons 
independent of those responsible for trading them;

– the policies and control procedures developed by senior management are appropriate 
and documented.

• The board should consider establishing a sub-committee of the board or nominating one 
(preferably two) individual directors to be responsible for the organisation’s use of
derivatives.

• The board should ensure that the actual usage of derivatives is monitored and reviewed 
regularly by persons independent of those responsible for trading derivatives. 

• The board should ensure that the management information presented to it is readily 
understandable, complete and sufficient to make informed judgements. 

• The board should consider whether there is a requirement for its own general education 
as well as for the more detailed education of those of its directors who are charged with
specific responsibilities as to the use of derivatives; and ensure that key derivatives
personnel are adequately trained.

• The board should review its existing remuneration policies to ensure that they are 
consistent with the purpose for which contracts are being traded by the organisation; and
consider factoring in measures such as good compliance, prevention of loss (as well as
the securing of profit) and long term performance when setting the methodology for
calculating bonus payments.

• The board should seek additional professional advice from external specialists to provide 
independent assessment and input where necessary.

• The board should consider carefully the role of external auditors and their capacity to 
fulfil that role in accordance with para 1.9.
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Senior management should establish an organisational structure and an independent

framework of internal controls and audits for derivatives.This should be consistent with the

principles of good corporate governance for supervising all the organisation’s trading activities

and managing its risk.

2.1 Senior management need to understand the key risks facing the organisation (and, on a 
continuing basis, their impact on the business objectives of the organisation); board policy as
to how those risks are to be addressed; and the overall context in which derivatives are to be
used.

2.2 It is the responsibility of senior management to establish an organisational structure and 
clear written policies and procedures for managing risk. While these will vary from
organisation to organisation, the underlying policy should:

(a) be consistent with the policy and objectives determined by the board;

(b) be embedded in the culture of the organisation and its employees;

(c) be to identify, measure, manage, mitigate and report on all aspects of risk inherent in the 
organisation’s trading activities (including its use of derivatives) in an integrated manner,
taking account of the geographical spread of the organisation and its business units and
the size and complexity of its dealings (particularly the aspects of market, credit,
operational and legal risks addressed in Principles 3, 4, 5 and 6);

(d) be able to generally reduce the incidence of matters which might otherwise not be 
detected (e.g. unauthorised trading activities, market manipulation, embezzlement of
funds, insider dealing, excessive and speculative trading, errors and incompetence);

(e)  result in clear responsibilities being assigned to individual managers;

(f) be based on functional segregation between individuals responsible for entering into 
derivatives transactions and those responsible for transaction processing, calculating
profit and loss, monitoring risk, performing reconciliations and transaction reporting.

2.3 The framework of internal controls and procedures should be implemented, carried out and 
monitored by persons with sufficient knowledge and authority to discharge their duties
effectively and should cover the principles set out in these Guidelines, including:

(a) approval of the usage of new products or changes in trading activities;

(b) selection, approval and monitoring of brokers and other counterparties. Consideration 
should be given not just to their fees and commissions, but also to, among other things,
their financial strength, management structures, operational and legal capacity to
undertake the relevant business, effectiveness of systems and procedures for dealing
with contingencies, and whether or not they are trading for their own account. The
selection process should be the subject of documented assessment and regular review,
where possible, by personnel independent from those involved in trading to avoid
possible conflicts of interest. Further details are set out in the chapter “The Derivatives
Trading Environment: An Overview” under “Selecting a Broker”; 

Principle 2: Implementing Board Policy for the Use of Derivatives



(c) authorisation of individuals to negotiate, approve, and execute transactions;

(d) setting of risk limits to control exposure and monitor transactions and positions and, as 
appropriate, on individuals, currencies, counterparties, transaction types to reflect the
strategy, commercial objectives and risk appetite of the organisation;

(e) setting the rules for and overseeing day-to-day transactional activity and the observance 
of any restrictions on the power of parties to enter into particular transactions;

(f) the keeping of records of discussion with brokers (NB: Brokers will often maintain an 
audio record of telephone conversations with all customers engaged in the execution of
transactions);

(g) the carrying out of reconciliations between the position records of the trader, the back 
office settlements and accounting systems (which should be independent of the trading
function) and bank, custody, clearing house and other external reconciliations (also
independently from the trading function and the settlement process) with a frequency
that is compatible with the level of use and the size of the positions relative to the
organisation’s capital;

(h) the use of standard settlement instructions wherever possible, and the verification of any 
changes to them;

(i) the identification of late payments/receipts and checking on resetting of rates or prices;

(j) the monitoring of cash flows (particularly margin calls) to ensure that positions can be 
sustained, particularly in adverse market conditions and over a long period of time (e.g.
in line with the underlying position being hedged); 

(k) ensuring that transactions which contemplate physical delivery are either closed out or 
that the organisation is able to make or take delivery;

(l) procedures to measure, monitor and manage collateral supporting derivatives 
transactions;

(m) a process for valuing transactions and by whom they are to be valued;

(n) procedures for accounting for derivatives and evaluating them for tax purposes;

(o) procedures for performing independent validation of models;

(p) functional segregation between individuals responsible for entering into derivatives 
transactions and those responsible for transaction processing, calculating profit and loss,
monitoring risk, performing reconciliations and transaction reporting;

(q) procedures and controls for recording, processing, valuing or executing transactions 
using appropriate systems which are consistent with and subject to equivalent standards
for other systems used by the organisation (including contingency plans and back up)
(NB: Pricing models and trade recording systems should be properly controlled to ensure
that only authorised amendments or overrides are made); 
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(r) procedures for ensuring that all members of staff are aware of, observing and being kept 
up to date with internal control procedures.

2.4 Senior management should take steps to ensure that regular, intelligible and timely reports 
which monitor and focus management attention on key trading risks are sent to those with
responsibility for managing market, credit and operational risk and, as appropriate, to the
board; and ensure that persons with responsibility for managing risk and all those involved
with the execution and settlement of transactions and their supervisors are adequately
trained and have sufficient knowledge and authority to discharge their duties effectively.

Role of Internal Audit 

2.5 The Internal Audit function should have, or have access to, adequate skills and experience to 
audit any area of the business, specifically including derivatives risks. The scope and remit of
Internal Audit should be determined and approved by the Audit Committee for each
organisation. There should be no restrictions placed upon the scope of the Internal Audit's
work. 

2.6 Internal Audit should submit to the Audit Committee or equivalent, for approval, a risk-based 
internal audit plan (typically annually with quarterly reviews), setting out the recommended
scope of their work in the period. A risk-based approach may need to consider the
assessment of risk in each area and, from that, the prioritisation and planning of audits and
allocation of resources based upon the relative risk in the auditable entity. These risks should
reflect two key considerations, inherent and residual risk, which can be used to rank or score
the auditable entities. 

2.7 The reviews should analyse the organisation’s control environment and test the range and 
effectiveness of implemented controls for mitigating key risks (e.g. documentation, the
operation of limits, processing of transactions, payments and receipts with counterparties,
valuation of positions, accounting and taxation, credit and credit limit policy and procedures)
within each area. They should review the expected and actual controls in place to mitigate
those risks and identify any areas of weakness that leave the business exposed to
unacceptable risk. Any areas of identified weakness should be addressed through a robust
follow-up process. 

2.8 While these responsibilities may be fulfilled internally (i.e. an Internal Audit function), the role 
of external auditors may sometimes also include an assessment of the quality of Internal
Audit’s testing of controls. Assessment of the role and capability of external auditors is a
matter for the Board (see para 1.9).

Types of risk

2.9 Identifying and evaluating each of the different risks to which an organisation is subject is the
foundation for developing and maintaining an effective control system. 

Market risk (see Principle 3)

The risk of losses due to adverse movements in, as relevant, equity, bond, commodity,
currency and other market prices, indices or rates or changes in the volatility of these
movements. 



Credit risk (see Principle 4)

Credit risk is defined as “the risk of loss if a counterparty fails to perform its financial
obligations to the firm”. It “is found in all activities where success depends on counterparty,
issuer or borrower performance. It arises any time that funds are extended, committed,
invested or otherwise exposed through actual or implied contractual agreements, whether
reflected on or off balance sheet.” (Source: Guide to Risk Based Supervision, Bank of
England, June 1998).

Operational risk (see Principle 5)

Operational Risk is defined as “the risk of direct or indirect loss resulting from inadequate or
failed internal processes, people and systems or from external events” (The New Basel
Capital Accord, 2001). (NB: According to this definition, legal risk is included as part of
operational risk but, for the purpose of these Guidelines, legal and documentation risk is
addressed in a separate Principle (Principle 6)).

Legal and documentation risk (see Principle 6)

Legal risk is the risk that an organisation, in the event of default or dispute, may be unable to
enforce or rely on rights or obligations arising under contractual arrangements with its
broker or counterparty. It includes specific unusual types of legal risk such as criminal liability
and regulatory risk.

Cashflow risk

The risk that the organisation will have insufficient cash to meet regular margin calls
necessary to sustain its position in an exchange-traded contract (e.g. where short-dated
futures contracts are used to hedge long-dated OTC transactions or where additional margin
calls are made intra-day).

Basis risk

The risk of loss due to a divergence in the difference between two rates or prices. This
usually applies where an underlying physical position is hedged through using exchange-
traded futures or options contracts which are not the same as (but may be similar to) the
commodity or property which constitutes the physical position. They will therefore be subject
to different prices, rates or values which may change over time and this may have an adverse
impact on the hedging arrangement. The same is true where short-dated contracts are used
to hedge long-dated positions.

Accounting

2.10 The general objective of an organisation’s accounting system should be to comply with 
generally accepted accounting principles and to reflect as accurately as possible the
organisation’s profits and losses. In this context, hedge transactions will not normally give
rise to substantial gains or losses, because changes in the value of financial instruments used
for hedging purposes will be offset by matching changes in value in the underlying
instrument, product or index – hence, the practice of deferring the gains or losses of a hedge
position until realisation of the underlying exposure (i.e. “hedge accounting”). Since there is
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no related underlying exposure in the case of a speculative transaction, this practice of
deferral will not apply to such transactions. In some jurisdictions, the tax authorities will treat
hedged transactions as speculative transactions, so they will not be eligible therefore for
“hedge accounting” treatment. It is important therefore:

(a) to understand fully the accounting and disclosure treatment that will be applied to 
transactions in each jurisdiction, as relevant; 

(b) where “hedge accounting” is permitted, to differentiate between speculative positions 
and those positions meeting the requirements to qualify as hedges for accounting
purposes (including, where appropriate, anticipatory hedges intended to address the
price risk of underlying exposures which are not yet, but are intended to be, entered into
by the organisation). 

2.11 The accounting system should not result in misleading and inaccurate financial statements 
(see para 1.7(a) (iii) and (iv)). It should be capable of serving as a check on the organisation’s
activities as well as help revealing areas of abuse by, for example:

(a) preventing the use of derivative or other transactions from creating a false impression of 
the company’s true financial condition;

(b) ensuring that losses or profits are not hidden from management where a position is 
rolled over at an historical price;

(c) in the case of granting an option, providing for the disclosure of any adverse movement 
in the market value of the position as well as accounting for the premium and
profit/income;

(d) in the case of simultaneous long and short positions, ensuring that both the loss-making 
and profit-making legs of the transaction are disclosed;

(e) recording off balance sheet exposures;

(f) accounting fully for margins, spreads and premiums;

(g) in the case of commodities, distinguishing the different classes, grades, location and 
values. 

Taxation

2.12 Prior to entering into a transaction, an organisation should fully evaluate the tax impact of 
the instrument. In many jurisdictions, there are no specific rules for derivatives and recourse
must be had to general principles of taxation, any specific concessions granted by the tax
authorities and to the relevant accounting principles. An organisation should be clear about
the tax treatment of transactional payments and receipts. There should be a high degree of
symmetry in tax treatment between payments and receipts arising out of both the
transaction itself and out of any underlying transaction that is being hedged.

2.13 The impact of withholding tax could significantly change the economics of a particular 
transaction, so an organisation will need to establish whether withholding tax needs to be



deducted and accounted for on any of the payments it makes and whether any of its receipts
are subject to withholding tax. 

2.14 Organisations should also consider the applicability and impact of indirect taxes such as VAT 
on any proposed transaction (for example, VAT is not generally applicable to commodity
derivatives transactions, other than in the context of physical delivery).

Suggested action points

• Clear responsibility for the different aspects of risk management should be allocated to 
individuals with the appropriate skills, including responsibility for developing policies
and procedures, and monitoring risks. Such responsibility should be incorporated into
organisation charts and job descriptions (NB: Staff changes and turnover can place an
organisation at risk, so contingency plans should be made for their impact and this may
include the periodic rotation of staff who undertake key risk management functions and
also succession planning).

• The organisation’s internal controls and related independent arrangements and levels of 
expertise should be independently reviewed to ensure that they are appropriate.

• A matrix should be created setting out a brief description of each approved instrument 
and the detailed circumstances and rationale as to when it is to be used. 

• Procedures should be designed and documented for the authorisation of new products 
and for the analysis of that risk. 

• Procedures for approving brokers or counterparties should be designed and 
documented.

• Accounting policies should be appropriate and fully documented. 

• All the taxation implications of transactions (including withholding taxes and VAT) should
be taken into full consideration prior to trading.

• Risk measurement methodologies should be reviewed to ensure that they are 
proportionate to the complexity of the business and the nature of the trading portfolio.

• A detailed analysis should be prepared regularly of the risks arising from the 
organisation’s positions sufficient to demonstrate that all risks are fully controlled.

• Management reports should be reviewed and distributed to the appropriate senior 
managers/directors on a timely basis and contain relevant, reliable and comprehensible
information.

• Compliance with risk policies and limits should be monitored on a basis that is frequent 
enough to identify non-compliance before significant losses can be incurred.
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Senior management should ensure that there are procedures and controls for derivatives in

place sufficient to identify, measure, manage, mitigate and report on all forms of market risk

that may be generated by adverse movements in equity, bond, commodity, currency or other

market prices, indices or rates or changes in the volatility of such movements.

3.1 Senior management should ensure that all trading activities, including those in derivatives, 
are properly organised and executed in accordance with board policy and the organisation’s
trading procedures.

3.2 Any new form of (or significant variation in) trading activity, particularly where new 
instruments or products are involved, should be subject to rigorous prior assessment and
approval to determine appropriate parameters, controls and limits and ensure that any
consequential risks are properly understood and within the organisation’s accepted level of
tolerance to risk. Such assessment should cover accounting and control procedures, IT and
systems implications, relevant legal or regulatory approvals, tax implications and appropriate
sign-offs in all relevant areas by senior line management.

Measurement of market risk 

3.3 A consistent and readily verifiable method of measuring market risk which is appropriate to 
the scale of trading activity is essential. It should include monitoring transactional activity
where derivatives are used so that the impact on the organisation’s market risk is known,
understood and measured appropriately.

3.4 Before any measurement methodology is adopted, its advantages and shortcomings should 
be fully considered by the risk management function, measured against the nature and type of
the organisation’s trading activities and assessed against possible alternative methodologies.

3.5 When measuring the exposures of positions, consideration should be given to making 
provisions/fair value adjustments arising from, for example, large-size positions which may
prove difficult to unwind at other than below-market prices.

3.6 Value-at-Risk (VaR) is one of key measures for the assessment and monitoring of market risk. 
Since VaR is limited by some of its underlying assumptions (e.g. that the future risk can be
predicted from the historical distribution of returns), the organisation should integrate VaR
measures with all other risk indicators (e.g. scenario analysis and stress testing) in order to
achieve a better picture of risk.

3.7 Whether evaluating a new model or assessing the accuracy of an existing model, a VaR 
backtesting policy should be adopted to compare realised trading results with model-
generated risk measures. The most straightforward way to backtest is to plot the daily P&L
against the predicted VaR and to monitor the number of excessions or departures from the
agreed confidence band. Steps should be taken to identify the source of error if excessions
are outside of the confidence band expectations. 

Limit Setting

3.8 Overall organisation-wide risk limits should be developed to control exposure and monitor 
transactions and positions in accordance with the strategic appetite of the organisation and

Principle 3: Managing Market Risk



the nature and extent of its trading activity, the expertise of its individuals and the availability
of netting or collateralisation techniques. For example, in more complex situations, specific
consideration should be given to:

(a) notional, maturity and (VaR) limits; 

(b) organisation-wide stress-based limits to supplement VaR limits;

(c) sensitivity-based limits to manage risks within specific market parameters;

(d) trading limits by trader/desk/country/ industry sector and currency.

Reporting and monitoring

3.9 There should be an independent monitoring of market risk exposures versus limits to 
identify limit violations. Regular, intelligible and timely reports on trading activities should be
prepared or checked by competent staff, independent of the organisation’s dealing activities,
covering: 

(a) a reasoned description of the profit/loss and trading activity in a given period; of the 
positions at the end of that period (including relevant portfolio VaR analysis; and, where
relevant, of the underlying transactions being hedged by type of product;

(b) details of the level of operational exceptions (for example, errors on timely trade capture 
and generally for middle/back-office operations statistics on confirmed/affirmed/
unconfirmed/unaffirmed transactions;

(c) reconciliations of all items in the trade life cycle, including cash, stock, unmatched and 
failed trades;

(d) utilisation against limits, giving details of any regulatory or internal limits breached in the
period and action taken;

(e) where appropriate, stress test/scenario results;

(f) details of likely future activity, including hedging against any anticipated transactions.

3.10 Such reports should be circulated regularly and on a timely basis (to the board and senior 
management and any relevant responsible sub-group of directors). 

3.11 A formal process should be established to ensure that market risk issues and VaR limit 
violations are escalated to the appropriate level in the organisation on a timely basis. The
trigger levels for escalation will be based on the materiality and duration of the limit breach. 

Independent Price Verification

3.12 In order to produce reliable market risk reports on which management decisions can be 
based, market parameters (instrument prices, data sets, interest rates and foreign exchange
rates) fed into the approved market risk measurement and assessment models must be
checked for integrity and reasonableness. 
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Market parameters may be input into approved market risk measurement and assessment
models manually or by automated feedscan which may give rise to manual input error,
linkage error, systems error (when links fail) or third party input error.

3.13 Policies and procedures should be developed to identify and correct these errors by 
comparing previous sets of market parameters (i.e. closing prices and rates) to current end-
of-day market parameters, investigating the reasons behind large variations, and taking the
appropriate action. Responsibility should be allocated to appropriate and skilled staff who are
independent of those responsible for trade execution. If this is not possible, the variations
should be checked or audited on a regular basis by an independent area such as Internal
Audit. 

3.14 If transactions do not have readily available market prices or are complex (e.g. structured 
OTC products), some form of independent pricing will have to be sourced either from within
the organisation (where there is a sufficient degree of expertise to do so), or possibly
externally from an institution other than the product provider. In the case of a particularly
complex product, or where there is an illiquid market in a product, the only source of
valuation may be the product provider itself. In this event, the valuation and the
methodology used should be assessed particularly carefully by the organisation.

Stress Testing and scenario analysis

3.15 It is important that an organisation understands the effects on it of sudden market changes 
(e.g. in price, volatility, liquidity) that are outside the norm. It should therefore:

(a) analyse the organisation’s situation in the event of sudden or unpredictable market 
changes;

(b) put in place policies and procedures for reacting to such situations, including trigger 
points at which risk must be actively reduced and/or senior management should become
more closely involved.

3.16 To be meaningful, stress testing and scenario analysis should be performed at multiple levels 
and tie back into the decision-making process. It should be discussed in regular forum by risk
monitors, senior management and risk takers. At senior management level, the results
should guide the organisation’s appetite for aggregate risk taking and influence the internal
capital allocation process. At the book level, such tests may trigger discussions on how best
to unwind or hedge a position. 

3.17 Senior management should ensure that stress testing and scenario analysis is carried out 
with such regularity that is appropriate to the overall exposure of the organisation, the
volume and size of its trading activities and the impact upon it of meeting any additional
margin calls or utilising available credit lines.

Suggested Action Points

• New products approval policy and process should be implemented to ensure that risk 
implications such as changes to balance sheet profile and overall risk adjusted
performance is identified and understood. Where necessary, the limit structure to
monitor and report risk exposures should be updated. Consideration should also be



given to measurement methodology, systems requirements and their ‘fit’ within the
existing infrastructure, resource and training requirements.

• Limits and limit procedures for market risk, which are consistent with the commercial 
objectives of the organisation, should be designed and documented and cover reporting
lines, authorisations, action on limits’ breaches and reports to the board of any
significant limit excesses.  

• Procedures should be developed for recording how transactions are to be made, 
documented and reported; to whom reports are to be made and with what frequency;
and to which individuals (independent of the traders) confirmations are to be made.

• A policy should be determined for obtaining valuations of transactions (including the 
basis and frequency of valuation); clarifying any relationships with providers of
valuations; and, ensuring that valuation methodologies are properly understood.

• Risk measurement and valuation techniques should be adopted which are consistent with
the size of the risks being run and the extent of the activity undertaken.

• Stress testing and scenario analysis procedures should be implemented to ensure that 
the profit and loss consequences of extreme market shocks are in line with the
organisation’s risk appetite and capabilities.
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Senior management should ensure that there are procedures and controls for derivatives in

place to identify, measure, manage, monitor and report on all forms of credit risk to which the

organisation will be exposed and secure its mitigation through the use of netting and collateral

arrangements or other credit enhancement techniques.

4.1 Credit risk exists in some form in most types of financial transactions. Transaction credit risk 
should not, however, be considered in isolation, but aggregated with credit risks arising
elsewhere in the organisation so as to give a total picture. The organisation should therefore
have in place procedures and competent staff to identify, analyse, measure and manage all
credit risks associated with its trading activities to reduce, so far as possible, loss due to
counterparty default and to ensure that they are within the organisation’s credit risk
tolerance.

4.2 Credit risk should be controlled by:

(a) reviewing regularly the brokers and counterparties with whom an organisation has credit 
exposure or with which it places, for example, margin monies;

(b) setting limits on exposures to counterparties and brokers, as appropriate (taking into 
account the financial strength, credit worthiness and experience of
brokers/counterparties (as well as such issues as conflicts of interest)), and monitoring
and dealing with credit limit excesses or sudden margin calls caused by the effect of
price movements or by the impact of new transactions; 

(c) an analysis of credit exposures by counterparty taking into account, where appropriate, 
marked to market values;

(d) where appropriate and practicable, using enforceable netting agreements, collateral 
offsets and other credit advancement techniques, as appropriate and where practicable
(see Para 4.9).

4.3 So far as derivatives are concerned, credit risk will vary according to, for example, whether 
the transactions are traded OTC (and where and with whom they are traded) or executed on
or under the rules of an exchange or on any alternative market and whether they are cleared
(see sections 2 and 3 of Chapter Two). 

Defining and measuring pre-settlement and settlement risk

4.4 Credit risk from derivatives activity arises in two distinct ways depending on the phase the 
contract is in when one of the parties fails. It arises either before settlement is due (i.e. pre-
settlement risk) or when settlement is due (i.e. settlement risk).

4.5 Pre-settlement credit risk is the risk due to the cost of replacing a derivatives transaction if 
the counterparty/customer fails during the life of the transaction, but before final settlement
is due. It arises where trades have a positive mark to market (mtm) value when the
counterparty fails. The marked to market value represents the cost of replicating the contract
with another party, or, put another way, the unrealised profit which has to be written off.
Because trades change in value in line with market forces, the cost of replacing a failed
transaction can also vary and for this reason pre-settlement risk is also sometimes called
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market-driven credit risk. This risk is one-sided for options, with only the option buyer
assuming any risk, since the seller has already received value, in the form of the premium
payment. For swaps, the risk is two-sided, since each side exchanges value at various points
in time. The size of the pre-settlement risk is a reflection of the counterparty’s
creditworthiness, market volatility and the length of the pre-settlement period (or "tenor").
The latter is the most significant factor in over-the-counter derivatives, since the tenor of the
trade can often be one year or longer.

4.6 Pre-settlement risk exposure should be measured by summing the current value of the 
contract (the current exposure (CE)) as well an estimate of its likely future value (the potential
future exposure (PFE)). For organisations with less complex derivatives activities, the
minimum standard should be to estimate current exposure using the mark-to-market value of
the transaction, and adjust this by a simple add-on estimate of the potential for change in
mark-to-market value. Various standards (e.g. the BIS add-ons) may be used for the PFE.
These include straightforward percentage add-ons, based on the product, tenor or both. For
organisations with large, complex derivative portfolios, PFE should be modelled using
historical volatilities (this is known as the historical method). Organisations requiring a more
sophisticated and encompassing approach may adopt measures for estimation which use
simulation methods such as Monte Carlo simulations, but which are atypical for most end-
users. It is common even for sophisticated players to use a combination of approaches
matching the materiality of the exposures in each product portfolio.

4.7 Settlement risk occurs when value is given without confirmation that value has been 
received in return. It materialises when a counterparty fails before it can deliver counter-
value, leaving the organisation to pursue its claim for payment as an unsecured creditor. The
risk lasts from the point at which an irrevocable instruction has been given to pay funds
away until irrevocable confirmation that value has been received. This risk exists in some
form for all trading activities at the point of trade settlement. The fundamental differences
between settlement risk and pre-settlement risk are that the window of time over which
settlement risk exists is typically much shorter (e.g. 2 days), much greater in magnitude,
more certain (in the sense that the amount is fixed and easily identifiable), and it represents a
loss of cash rather than unrealised profit.

4.8 For most end-users, settlement risk exposure should be measured as 100% of the value to be
received (e.g. the value of the security or cash flow due at settlement). Potential change in
value over the settlement process is generally not a critical issue, except for complex
portfolios comprising transactions with particularly long settlement period windows.

Netting and collateral (see Paras 6.10 and 6.11) 

4.9 The use of netting agreements and collateral offsets to mitigate credit risk are recommended,
where practicable, as good proactive credit risk management practice. However, an
organisation should first consider the costs of arranging the legal agreements, confirming
their legal enforceability, establishing the methodologies and systems capability necessary to
calculate net exposure and employing sufficiently competent staff to monitor, control and
perfect collateral on a daily basis. For many end-users, particularly those with few derivative
transactions or those dealing in one-off transactions with a number of different
counterparties/customers, the cost may outweigh the benefit if the use of these
arrangements is expected to result in insignificant reductions in pre-settlement credit risk
exposure.
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4.10 Payment netting is a mechanism designed to limit settlement credit risk, by which the parties
agree that if, on any date, amounts are payable between them in the same currency under
the same transaction or a specified group of transactions (as the parties may agree), then
such payment obligations are to be determined on a net (and not gross) basis. Prior to
agreeing to its application, organisations should consider carefully the extent to which
payment netting is to apply i.e. whether it should apply to obligations under one and the
same transaction or across transactions, bearing in mind that this is largely a matter of law,
regulation and systems capability.

4.11 “Close-out” netting is a mechanism designed to reduce net pre-settlement exposure in the 
event of counterparty failure. It applies only upon early termination of the transactions upon
an event of default whereby obligations (whether for payment or delivery) under all
outstanding transactions, entered into pursuant to the relevant master agreement, are
required to be terminated, valued and converted (if appropriate) into the termination
currency agreed by the parties, and determined on a net (rather than gross) basis. It is
designed to stop liquidators cherry picking contracts and avoiding payment on unprofitable
transactions (i.e. where the failed counterparty owes money).

4.12 When providing for close-out netting in the relevant master agreement, organisations should 
adopt a “full two-way” (as distinct from a “limited two-way”) payments approach (an
additional option provided under some Master Netting Agreements), which means that if the
close-out calculation results in an amount payable by one party to the other, that first party is
obliged to make the payment regardless of whether the other party is the defaulting party.
On the other hand, under the “limited two-way” payments approach, the first party is not
required to make any such payment if the other party is the defaulting party. The “full two-
way” payments mechanism is increasingly recognised in the market as the preferred
approach. Many perceive it to be a fairer mechanism and that regulatory capital benefits,
which flow from using a netting agreement, will not be available if “limited two-way
payments” is used.

4.13 Organisations should be aware that the issue of close-out netting often raises complex issues 
of enforceability, particularly in relation to entities organised overseas.

4.14 Many banks and brokers will demand that collateral be provided in relation to OTC 
derivatives transactions. A customer with considerable bargaining power (e.g. through a
stronger credit rating than that enjoyed by many banks and brokers) may be able to insist on
mutualised collateral arrangements. If a pre-agreed number is hit, other collateral must be
provided by one party to the other or, less commonly, by each party to the other
simultaneously.

4.15 The terms on which collateral is provided must be examined closely. Can it be pledged by
the broker to a third party such as a clearing house? Is it co-mingled with property belonging
to the broker or to other clients of the broker?

Credit risk on over-the-counter (OTC) transactions

4.16 In the case of OTC transactions, both pre-settlement and settlement credit risk arise.
Generally, settlement risk is monitored and controlled separately from pre-settlement risk
and other credit risks such as repayment risk. Pre-settlement and other non-settlement credit
risks are usually aggregated by counterparty and the total picture of exposure considered
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when setting credit limits.  To achieve this, the credit risk inherent in a position stated on a
basis that is equivalent to the credit risk inherent in a lending transaction – this is achieved
by adding together the CE and PFE to create total exposure (TE), a risk amount which is
regarded as a loan equivalent exposure, sometime called credit equivalent exposure (CEE). It
is good practice to set limits on the aggregate CEE permitted for all derivative transactions,
and to set such limits taking into consideration the range and aggregate amount of credit
risks which arise through other transactions (such as placement of deposits or lending).

4.17 Settlement risk for different transactions involving the same counterparty are usually 
controlled by way of daily settlement limits.  These limits measure the total settlement
amount due on any particular day across all transactions. Although it is good practice to
measure the risk from the point at which irrevocable payment instructions are issued to the
point at which counter value receipt is confirmed, it is common for systems to be unable to
identify these points with certainty. Daily settlement limits therefore commonly operate on an
assumption that settlement takes a certain average, or sometimes worst case, number of
days and apply the limit utilisation accordingly, with manual adjustments for trade fails.
Where such assumptions are made in the programming of daily settlement limit systems, it
is good practice for organisations to understand the limitations of the assumptions and to
check periodically that they remain sound.

4.18 For OTC derivatives it is therefore important to understand that transactions use both pre-
settlement and settlement limit capacity. There are two limits which therefore have to be
respected before a trade can be accommodated. In this way, credit exposure is managed
within tolerance levels both before and at settlement. At present, most OTC transactions
proceed uncleared and without either party placing cash margin or any form of collateral
with the other as security for its obligations. However, if an OTC transaction is cleared or an
organisation does place margin or collateral with its counterparty, credit risk issues similar to
those arising in connection with exchange-traded contracts are likely to exist.

Credit risk on exchange-traded transactions

4.19 It is a common perception that exchange-traded derivatives carry no credit risk. In reality, 
while the transparency of an exchange’s price mechanism, coupled with daily marking to
market of positions, may reduce risk, it does not eliminate credit risk. 

4.20 The risk management function provided through the monitoring and margining 
procedures of clearing houses/clearing divisions of exchanges is an important benefit to the
market as a whole. Indeed, as already explained (see Section 2 of Chapter 2), a clearing
house/division of an exchange will generally stand behind a transaction (either as a
counterparty to it once the transaction is cleared or by some other “guarantee”
arrangement). In some markets, the benefit of this “guarantee” may be extended to cover a
broker’s customers.  More usually, the benefit of clearing is restricted to the exchange
member through whom the customer organisation will gain exchange access and execute its
transactions so the organisation will not itself enjoy the benefit of any clearing “guarantee”
i.e. the organisation’s real credit risk will be with the broker.

4.21 Credit risk arises in such circumstances by virtue of the fact that margin payments are paid to 
the broker and may be lost if the broker fails. 
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Credit risk on licensed brokers/counterparties

4.22 The likelihood of default of a licensed broker or counterparty is reduced through the 
imposition of financial reporting requirements and capital rules by the broker’s regulatory
authority, but (a) its solvency is still ultimately dependent upon the broker’s ability to monitor
risk, particularly credit risk where a broker may have a large number of credit lines out to a
variety of its customers; and (b) such regulatory controls, although reducing credit risk,
introduce and replace, to some extent, that risk with regulatory risk. Organisations should,
where feasible and practical, assess the effectiveness of the relevant rules and regulations
which apply to the brokers and counterparties and, indeed, of the relevant regulator itself.

Segregation

4.23 One way of reducing significantly the consequences of a broker/counterparty becoming 
insolvent is for an organisation to consider the merits of having its assets/money segregated.
Most jurisdictions have rules which provide all customers of non-bank brokers with the right
to have their assets held separately from those of their brokers/counterparties, i.e. held in a
segregated account, the objective being to prevent the financial service provider from co-
mingling client assets and positions with its own positions and to protect them in the event
of the firm becoming insolvent. These legal arrangements mean that, where a non-bank
broker carries out client trading in a segregated account, that trading will largely be insulated
from the financial condition of the broker. 

4.24 An organisation which does wish to have its money segregated should note that credit risk 
still exists: 

(a) where, in order to gain access to an overseas market, its broker has to deal through 
other brokers which do not operate on a segregated basis;

(b) where the organisation’s broker is a bank, because in some jurisdictions that bank will be
deemed to hold the organisation’s money in its capacity not as the organisation’s
brokers, but as its bank, in which case it may not be allowed to “prefer” that
organisation’s money over those of its other depositors (NB: If that money is not held
with the broker bank but with another bank, then it may be treated and held in
segregation by the broker bank as a broker);

(c) with the bank with which the segregated money is actually held because, if the bank 
became insolvent, that money will be treated just like any other deposit held with the
bank, i.e. it will not be preferred over money held by the bank’s other depositors;

(d) where collateral put up to cover margin obligations takes the form of an outright transfer 
of securities (with a contractual promise to the broker to re-deliver the securities when
they are no longer needed as collateral) or allows the broker to dispose of those
securities, instead of taking the form of a charge or some other similar security interest.

4.25 In some jurisdictions, non-private and/or experienced customers may be permitted to opt out 
of segregation. Where that is permitted, the broker will usually be required to warn customers
of the consequences of “opting out” of segregation, namely the loss of protections conferred
by the relevant client money rules in the event of the broker becoming insolvent. On the other
hand, “opting out” of segregation may result in the organisation being able to benefit from



reduced commissions and charges (because the provision of segregation is a cost on the
broker dealers’ capital) and/or (where that is permitted) deal on credit lines from its broker
(the customers’ margin obligations being satisfied by drawing on the credit lines).

Country Risk

4.26 Cross-border derivatives dealings, in addition to any counterparty credit risk that may arise 
out of such activities, gives rise to potential country risk that will need to be considered,
monitored and managed. Country risk in this context is the risk that a country will impose
exchange controls preventing counterparties from undertaking foreign exchange transactions
and sending funds. It is good practice to establish limits, country by country, which capture,
measure and control cross border exposures across all counterparties in those countries.

Contingency Planning

4.27 An organisation should plan in advance its actions in the event that a counterparty or a 
broker becomes insolvent. In particular, an organisation should be aware of the impact of an
exchange’s default rules and be able quickly to ascertain the current legal status of each of its
contracts connected with the failed counterparty or broker, including its vulnerability to its
positions being automatically closed out, transferred (to a new broker) or disclaimed. It will
also need to have procedures to ensure that it serves all relevant notices and undertakes new
transactions to cover positions that have become exposed because existing contracts are no
longer in existence. 

Trading on Credit

4.28 In some jurisdictions and/or in certain circumstances, a broker may be permitted to extend 
credit itself or via an affiliate or third party bank for the purposes of covering the initial
and/or variation margin payments of customers usually up to a credit limit agreed with the
customer. The actual size of a credit line is usually dependent on the financial strength and
credit standing of the customer and the size of the broker.

4.29 Careful consideration should always be given to the advantages and disadvantages of 
trading on credit. The ability to obtain and trade on credit may materially reduce the costs of
trading for a customer insofar as, in relation to non-segregated assets, margin calls can be
netted across all non-segregated customer accounts; the broker may make credit available as
a beneficial low cost service; and there may be cashflow advantages, particularly in the event
of sudden market movements (providing the margin calls do not exceed available and
agreed credit lines). On the other hand, trading on credit may result in a significant loss of
overall transparency of the impact of dealings on an organisation’s overall financial position
(because trading on credit is not subject to the discipline of supporting adverse positions
through payment of margin).

4.30 The broker is usually subject to the oversight of its regulatory supervisor in respect of its 
credit arrangements and the procedures and controls which govern the granting and
monitoring of those arrangements e.g.:

(a) limits on exposures to individual customers or groups of collective customers;
(b) requirements to have adequate credit appraisal and management procedures;
(c) imposition of additional capital requirements.
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It should be noted, however, that the nature of that oversight will be broad-based and may
involve only periodic spot checks.

Suggested Action Points

• The credit risk inherent in all derivatives activity and the consequences of trading on 
credit should be identified and analysed (with, if necessary, professional advice).

• Credit risk measures and limits should aggregate credit risk across all derivatives 
dealings and be appropriate to the size and nature of those dealings. 

• Limit setting should take into account other non-derivatives credit exposures which may 
arise with the organisation’s counterparties.

• Derivatives credit limits should be structured to separate pre-settlement and settlement 
risks.

• If daily settlement limits are used the assumptions applied to their operation should be 
well understood by organisations and key under regular review.

• All practical steps should be taken to minimise credit risk through the use of netting 
agreements, collateral and other credit enhancement techniques.

• Limits for all types of credit risk should be established, together with procedures for 
authorising credit limit excesses and reporting them periodically to the board of
directors.

• When trading on credit, an organisation must monitor on a regular basis the value of its 
positions, margin calls and available collateral and assess the impact of those liabilities
on its financial position, particularly in times of high volatility and have adequate
procedures in place to ensure that the ability to trade on credit is not used as a means of
hiding unauthorised trading activities.

• Policies, procedures and controls should be established:

– for if and when a counterparty or broker becomes insolvent;

– for the regular monitoring of exposures to all counterparties in all markets at all times 
(and the continuing appropriateness of limits);

– to establish the value of collateral during market movements and to track its 
whereabouts in any crisis situation.

• In exercising its rights to "opt out" (where permissible) of segregation, an organisation 
will have received a separate written notice setting out the consequences or they may be
set out in a customer agreement. It is important that the notice is read and understood
by the organisation and the relative advantages and disadvantages of being in or out of
segregation are given proper consideration.



Senior management should ensure that procedures and controls for derivatives are in place to

identify, measure, manage, monitor, report on and, where practical, mitigate operational risk,

including technological risk.

5.1 Operational Risk is defined as the risk of direct or indirect loss resulting from inadequate or 
failed internal processes, people and systems or from external events (The New Basel Capital
Accord, 2001).

5.2 Senior management should have oversight responsibility to identify and analyse all types of 
existing and potential operational risks faced by the organisation, which may arise from, for
example:

(a) the introduction and development of new products;

(b) changes in management and/or the organisation’s operations;

(c) the management of third parties, particularly in the context of the outsourcing and 
procurement of IT services(5);

(d) the development, introduction, security and use (and failure) of automated systems, 
particularly in relation to key business processes;

(e) human resource failures, particularly as regards people-related processes such as 
recruitment and training of staff;

(f) any loss in business continuity due to events such as natural disasters, terrorist acts; 

(g) changes in regulatory and/or legal environment. (See further Principle 6 “Managing Legal 
and Documentation Risk”).

5.3 Having identified and analysed areas of potential operational risks, senior management 
should ensure that appropriate internal controls and procedures are established to measure,
manage, monitor, mitigate and report on such risks on a continuing basis, including:

(a) setting risk indicators and limits for operational areas (e.g. to ensure senior managers are
advised of any escalation in risk);

(b) carrying out independent internal audits to assure management of the adequacy and 
effectiveness of the organisation’s controls and procedures;

(c) ensuring segregation of duties, confirmations and reconciliations, reporting and 
monitoring. For example, individuals responsible for entering into derivatives
transactions should be segregated from those responsible for transaction processing,
calculating profit and loss, monitoring risk, performing reconciliations and transactional
reporting;

(d) timely reporting covering:
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(i) details of authorised and unauthorised changes in and/or access to IT systems; 

(ii) information on staff issues, e.g. turnover rates, disciplinary events and changes in 
individual responsibilities; 

(iii) trading activities (see paras 3.9 to 3.11).

IT Systems Management

5.4 Computer systems used for the initial recording, processing, valuing and risk modelling of 
derivatives transactions should be subject to the same procedures and controls as other
systems used by the organisation. In particular, there should be a systems outline that sets
out how the systems used for any process within the life cycle of a derivatives trade are
controlled. Any such outline should include:

(a) systems and data architecture, setting out the interfaces between the various systems;

(b) clear levels of responsibility have been assigned, particularly over systems development, 
system operation, technical support and security administration;

(c) logical access to system programs and data is limited to authorised individuals 
(including the use of firewalls and encryption technology where the organisation is
connected to the external environment); and access violation attempts are monitored and
reported;

(d) physical access to computer equipment, storage media and programme documentation 
is limited to authorised individuals through the use of appropriate security devices;

(e) estimations are made (and periodically reviewed) of current and future systems capacity, 
based on current utilisation levels and anticipated growth rates, to ensure that adequate
processing and capacity continues to be available at each processing location;

(f) systems processing is scheduled appropriately and deviations are identified and resolved 
in a timely manner;

(g) systems disaster recovery plans are developed, updated and tested regularly to enable 
the organisation to recover systems and data in a timely manner, and aligned to the
organisation’s business continuity plans;

(h) clear change control procedures are in place and adhered to when system developments,
modifications and testing are being made. 

In cases where spreadsheets and/or manual workarounds are used for reports (for example,
for position keeping or valuation), procedures should be developed to ensure that access is
carefully controlled and the spreadsheets are used only for their intended purpose. In
addition, independent validation of the models underlying the spreadsheets and/or manual
workarounds should be carried out to ensure that these models are tested, reliable and
consistent with the standards of external models.

5.5 An organisation should ensure that its business strategy is translated into specific system 
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requirements so that systems needs can be analysed and specified and appropriate systems
selected. Once specified, design and development activity should ensure that systems are
developed to a consistent standard and that systems documentation provides for long-term
support and maintenance. Successful implementation of systems requires adequate testing,
quality assurance, change controls and project management to ensure that systems meet
business requirements on time and within budget. In addition, the development, planning
and testing of contingency and disaster recovery strategies are crucial to ensure the timely
recovery of key business processes and supporting systems. 

Use of Electronic Order Routing Systems

5.6 Derivatives transactions are increasingly being conducted electronically and more and more 
business operations are able to process transactions from start to finish with minimal manual
intervention. Direct connectivity with third parties (such as brokers) through the use of
electronic order routing systems (EORS) is now commonplace. Although use of these
systems can deliver many advantages to the end-user (e.g. more cost efficient and rapid
transaction processing), dealing activities must be monitored closely to ensure that
transactions are processed completely, accurately, on time and without duplication. It is also
vital that controls are built into the systems covering, for example, trade input, verification
and release to minimise errors and unauthorised trading. Management should also be able
to access real time information about the precise status of each transaction and monitoring
systems should be capable of providing early warning of potential difficulties in processing.
Given the extent of and the degree of reliance based upon automation, all electronic systems
should be subject to thorough testing prior to implementation. Examples of the kind of vital
checks that should be made before and while using such systems are included in the
suggested action points at the end of this Chapter.

5.7 When using EORS, due attention should be given to the following:

(a) Lack of compatibility – the organisation must ensure that it meets the IT hardware 
specifications and network configuration recommended by the EORS provider, as this
can directly affect the EORS’s performance; 

(b) Adequate training – the organisation should ensure that all EORS users are aware that 
efficient performance can be inhibited by their own activities e.g. running additional
software applications on dedicated EORS hardware. As a result, reference to best practice
user guides issued by the EORS provider is essential. The effective communication of
these best practice criteria to EORS users through training will help maximise EORS’s
performance;

(c) Security risk – the EORS provider will accept no liability for a systems failure that results 
from the introduction of viruses or similar items by an employee of the organisation (and
may hold the organisation liable and seek appropriate damages). The organisation must
ensure therefore that it has adequate procedures in place to raise awareness of the
dangers of viruses and to minimise the risks of their introduction into the system.
Security features should be in place to restrict trading access to authorised personnel
only (e.g. through the use of user names and passwords) and there should be
procedures for managing access to and invalidating codes when authorised personnel
leave the organisation;
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(d) Systems failure and contingency arrangements – in the event of a systems failure, the 
organisation must ensure that it can swiftly access alternative mechanisms to support its
trading activities. Particular care should be taken to check whether individual orders were
executed prior to the systems failure before re-entering them via the back-up system; 

(e) Incorrect or erroneous orders – directly inputting orders via an EORS exposes the 
organisation to potential losses where orders are incorrectly submitted to the exchange’s
central order book. To minimise these risks, it is vital that authorised personnel are
properly trained in the use of the EORS and are aware of the procedure for
correcting/amending incorrectly or erroneously entered orders. 

5.8 When accessing a derivatives exchange electronically, an organisation must ensure that it is 
able to comply with both the letter and the spirit of that exchange’s rules and regulations. The
organisation must therefore have procedures in place whereby all employees authorised to
use an EORS become familiar with and are able to access directly all applicable rules and
regulations and any changes that may be introduced to those rules and regulations.

Third Party Dependencies(6)

5.9 An organisation may choose to outsource part of its support activities with a view to focusing
on its core business activities, realising cost benefits, transferring risks and streamlining
operations. Where the organisation carries out similar operational activities in a number of
locations, it may also be beneficial to establish a central shared service to achieve economies
of scale and the resulting cost efficiencies. The operational risks associated with outsourcing
and shared services, however, need to be carefully managed by clearly defining measurable
services, allocating responsibilities and accountabilities, and establishing contracts and
service levels.

Professional Expertise and Human Resources

5.10 The level of expertise of managers and supervisors should be reviewed regularly by senior 
management or by the board of directors (or a sub-committee) to satisfy themselves that
undue reliance is not being placed on a few specialists, or even a sole specialist. Staff
changes and turnover can place an organisation at risk, so contingency plans should be
made for such circumstances. This may include the periodic rotation of staff who undertake
key functions, management succession, planning for key members of management and
appropriate measures to mitigate the risk of loss of these personnel.

5.11 All personnel should fully understand their responsibilities, their reporting lines and the 
processes and procedures to which they are subject. This can be achieved by defining the
scope of their responsibilities within documented job descriptions and procedures, and
linking these to the performance appraisal process. These documents should be reviewed
and updated on a timely basis.

5.12 An organisation’s human resources department should work closely with all areas of the 
business to ensure that only suitable individuals are employed. Individuals involved in
transactions (including those who manage risk, as well as their supervisors, and those
responsible for assessing, reporting, controlling and providing required IT and auditing those
activities) should be appropriately trained and have adequate knowledge and experience.

(6) The FOA has produced separate Guidelines for the Procurement and Outsourcing of IT Services, which are
available from the FOA (full details are given on the website, www.foa.co.uk). 



Managers should understand not only the nature of the instruments but the broader
business context in which they are used.

To ensure that individuals are properly informed and the organisation’s risk management
objectives are continually and appropriately aligned with individual objectives, individual
training needs should be identified and met on a regular basis. Manager and staff training in
technical and quantitative risk management skills should be complemented by training in
other skills, such as project and people management, in order to build effective teams. This
could include attendance at external courses, in-house training sessions and reading
reference books.

5.13 Incentives should be developed to encourage voluntary disclosure of transactions which 
breach limits or pre-authorisation requirements and there should be an appropriate
disciplinary framework for dealing with deliberate or consistent breaches.

Business Continuity Planning 

5.14 Organisations should develop, test and keep under regular review contingency plans so that 
they can continue their activities (e.g. bearing in mind the speed with which prices can move,
the ability to close out positions quickly) in the event of an operational failure on the part of
the organisation itself (e.g. a failure of computer system) or resulting from an external
problem (e.g. a systems breakdown, loss of key personnel, a failure of a third party
(including brokers)) and, as necessary, move to alternative premises. For example, an
organisation should ensure that its brokers are operational, that temporary offices have been
identified, and all relevant IT and support functions are in working order. The organisation
may wish to ensure also that its brokers have suitable and sufficient emergency switching
facilities with appropriate brokers.

Reputational Risk

5.15 While reputational risk is often excluded from the definition of operational risk (for example, 
the New Basle Capital Accord excludes reputational risk for the purpose of calculating capital
requirements), recent headline cases such as those involving lack of accounting transparency
shows that any form of adverse publicity or perception about the organisation (whether
justified or not) which damages its reputation can increase significantly its risk and/or its cost
base in some of its key activities resulting in, for example, the withdrawal of credit lines, loss
of customers, loss of key staff, the impact of tighter regulatory controls, loss of investment
confidence and withdrawal of third party suppliers. 

5.16 In such circumstances, there has to be careful management of any contact with press, the 
development of an informed working relationship with any relevant regulatory authority and
a very close focus on retaining the goodwill and support of customers and suppliers. Aside
from general matters of administration and normal communications, contact should be
restricted to or managed centrally by senior managers during the time of crisis.

Suggested Action Points

• Management reports should be distributed to the appropriate senior managers/directors 
on a timely basis and contain relevant, reliable and comprehensible information;
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• Computer systems should be examined to ensure that they are adequate and robust, 
independently reviewed and subject to controls to ensure amendments to programmes
are adequate;

• The level of expertise in the organisation should be reviewed to ensure that there is no 
undue reliance on too few specialists; 

• When using an EORS, an organisation should:

– ensure that the PC hardware specification meets the provider’s requirements;

– ensure that any supporting hardware provided by the EORS provider is maintained in 
accordance with the provider’s specifications;

– ensure that the internal network configuration meets the provider’s requirements;

– where necessary, impose restrictions on running additional applications on dedicated 
EORS hardware;

– impose appropriate security safeguards to prevent the introduction of viruses;

– ensure that, in the event of failure of the EORS, appropriate back-up arrangements are 
available and accessible within a short timeframe;

– if the EORS provider does not provide a help desk service, ensure that a similar support
function is available to deal with internal enquiries.

• Contingency plans should be formulated and documented to ensure the continuance of 
trading activities in emergency situations and reviewed regularly to make sure they are
capable of implementation. They should be monitored to ensure that they continue to
reflect current activity, tested to confirm their effectiveness and are properly understood
by key personnel. 
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Principle 6: Identifying and Managing Legal and Documentation Risk

Senior management should ensure that procedures and controls for derivatives are in place to

identify, measure, manage, monitor, mitigate and report on legal and regulatory risk.

6.1 Legal risk is the risk that an organisation may be unable to enforce and rely on rights or 
obligations in the event of default or dispute, and arises usually under contractual
arrangements with a broker or counterparty.  It also includes other specific and unusual types
of legal risk such as criminal liability and regulatory risk. 

6.2 Senior management should be able to understand the different types of legal risk to ensure 
that there are procedures in place for monitoring, identifying and reacting to it (including at
what point and to what degree its materialisation may require external or in-house legal
advice) and quantifying liabilities arising from it including damage to reputation. Such
procedures may overlap across legal risk management and compliance functions. 

6.3 An organisation’s legal risk policies should specifically address:

(a) Enforceability Risk – The risk that an organisation may be prevented from or restricted in 
enforcing its rights against a counterparty;

(b) Documentation Risk – The risk that documents to which the organisation will be subject 
are inadequate for managing the organisation’s contractual risks;

(c) Liability Risk – The risk of loss which would arise if the organisation were to be held 
responsible by a court or an arbitration forum.

6.4 In the case of particularly complex transactions or where complex legal and documentation 
issues are involved (which is particularly likely to be the case with over-the-counter
transactions), legal advice (internal or external) should be sought.

Enforceability Risk

6.5 Prior to engaging in any transaction, the organisation should:

(a) establish whether it has the necessary legal capacity or power to enter into the 
transactions in question and, if it has, whether there are any applicable restrictions (e.g.
by examining the organisation’s constitutional documents and any relevant statutory
provisions); and whether, in general, its contracts are enforceable by law;

(b) take reasonable steps to satisfy itself on a continuing basis that its broker or counterparty 
is duly authorised or allowed to trade in relevant transactions with or on behalf of the
organisation (e.g. by examining its counterparty’s constitutional documents and, as
appropriate, securing suitable warranties in the contractual documentation as to its
capacity/authority to enter into the transactions);

(c) ensure that those who enter into transactions on the organisation’s behalf are duly 
authorised to do so, detailing the parameters of delegation (including the purpose of
trading) and the setting of any limits on any trading discretion that may be given to the
organisation’s employees or its brokers; 
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(d) where it is required to provide cash margin or collateral for its transactions, establish 
whether it has the power to do so by examining its constitutional documents and any
relevant statutory provisions; and that it will not be in breach of any contractual
arrangement (such as a negative pledge) which it may have in place with a third party.

6.6 Contractual arrangements may also be found to be “unenforceable” where an organisation 
has property or assets’ rights, regulatory or other business-critical licences, access to
payment, settlement or other business systems and/or contractual rights exercisable in
foreign jurisdictions. As a result, senior management should, in the case of cross-border
dealings, assess the potential for difficulties for the organisation in enforcing its rights
through foreign courts or exercising self-help remedies before enforcement becomes
necessary (i.e. during the preliminary stages of due diligence). The organisation should
always ensure that the relevant overseas jurisdiction recognises the mutual enforceability of
court judgements. Where there is legal doubt, consideration should always be given to the
merits of obtaining legal opinions (see paras 6.18 and 6.19).

6.7 Jurisdiction can be crucial if a counterparty becomes insolvent, particularly if the
organisation needs to enforce or defend its contractual rights against its counterparties
and/or any liquidator in a foreign jurisdiction or to counterattack against local assets or
businesses. The organisation should therefore take care when negotiating the governing law
of derivatives transactions, since it will underpin the contractual resolution of cross-border
issues or disputes, and determine the rights and liabilities of the parties and how the contract
will be interpreted. The organisation should therefore investigate where, in such an event, it
ranks in priority vis-à-vis other registered and legitimate claims in the event of counterparty
insolvency. Self-remedies and claims on collateral could be effective, but an assessment of
what action could be taken against the organisation also needs to be made. 

Documentation Risk

6.8 The organisation should ensure that appropriate documentation (i.e. terms of business or 
customer agreements) is put in place with each broker to reduce legal risk, establish the
basis of the relationship between the parties and cover the consequential duties, rights and
obligations of the parties which are appropriate for the business to be transacted between
them. It should also ensure that all transaction documents or any other forms of customer
agreement are reviewed by internal or external legal counsel to ensure that they are in line
with corporate policy and their terms (and any subsequent changes to them) are properly
understood, particularly:

(a) the rights and obligations of the parties, the nature of their relationship (e.g. principal or 
agency; fiduciary or “arms-length”; “execution only”; or in what circumstances or in
relation to which transactions it is intended that the brokers should provide and the
organisation should rely on advice);

(b) the nature of the transactions that may be entered into between the two parties (and any 
limits on the types of transactions or their size or the number of them);

(c) the nature of any representations (e.g. if the organisation is taking security, 
representations that the assets provided by way of collateral are wholly owned by the
collateral provider and are not subject to other charges);



(d) the manner in which cash and assets are to be held and how they are to be identified
and protected by the broker;

(e) the remedies to be invoked by or against the organisation in worst case scenarios, 
particularly for non-performance, and including the circumstances in which the broker or
counterparty may close out or terminate transactions;

(f) credit risk reduction clauses, including provisions on netting (e.g. where there is an event
of default or early termination, the right to terminate all transactions simultaneously and
net termination gains against termination losses), payment of margin or other credit
enhancement obligations.

6.9 In some jurisdictions, organisations may be permitted to “opt out” of a number of 
protections generally provided under the regulatory system. For example, there may be a
regulatory requirement that brokers must give “best execution” to customers i.e. to take
reasonable care to deal at prices with customers which are the best available in the relevant
market at the time of trade, but taking into account the nature of the order, the trading
circumstances prevailing at the time of execution and the practices, procedures, conventions
and liquidity of the market in question. “Opting out” does not mean that a broker will not
give good and fair execution, but the implications – both advantages and disadvantages – of
“opting out” of certain rules/protections should always be properly understood by the
organisation. 

Use of Market-Standard Agreements

6.10 The organisation should aim to use market-standardised documentation (e.g. FOA, ICOM, 
IFEMA and ISDA) for derivatives transactions as widely as possible with each counterparty or
broker. Such forms of documentation are time and cost efficient, avoid the parties engaging
in lengthy negotiations, facilitate the organisation’s focus on individually tailored terms and
conditions, create more certainty and minimise the potential for misunderstandings. 

6.11 The organisation should ensure that, for example:

(a) the documentation covers and is appropriate for the kind of transactions to be entered 
into between the parties;

(b) is valid for use and applicable to the purpose behind the transaction e.g. hedging 
arrangements between the parties;

(c) covers both settlement and pre-settlement risk and provides for payment netting and 
close-out netting (see paras 4.8 to 4.12).

Documentation for margin or other credit enhancement arrangements

6.12 Where margin or some other form of credit support is to be given (whether by the 
organisation or a third party such as a parent company providing a guarantee), appropriate
documentation must be put in place to reflect the relevant arrangements, e.g.:

(a) the creation of a security interest over cash or securities;
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(b) outright transfer of cash, warrants or securities;

(c) the provision of a guarantee from the parent organisation.

These approaches are often used together with set off mechanisms which provide for
obligations between the parties to be set off against each other.

6.13 Prior to agreeing to any such arrangement, the implications of the relevant approach 
proposed to be adopted should be fully understood. For example, in the event that any
security interest is to be created in favour of the counterparty, the organisation should ensure
that the underlying assets may be used for such purpose (e.g. are not subject to any negative
pledge). The organisation should also be aware that where a security interest is created over
its assets in favour of the counterparty, its own ability to deal with those assets as a security
provider will necessarily be restricted. If this is not the intention, the organisation may wish
to discuss with the counterparty putting in place alternative arrangements (such as the
provision of a guarantee from the parent organisation).

6.14 Additionally, where it is required in any documentation to give any representation relating to 
the ownership of the assets in respect of which security is to be given, the organisation
should ensure that any such representation is true and accurate. If in doubt, legal advice
should be sought.

Trade Confirmations

6.15 Since contractual rights and obligations come into being at the time when the parties agree 
on the terms of the relevant transaction over the telephone (and not subsequently when
confirmations are exchanged), confirmations and period statements should be carefully and
promptly checked to ensure that the terms agreed by the parties in respect of a transaction
are accurately recorded and any discrepancies are immediately resolved.

Delegated authority

6.16 In addition to being bound by its documentation, an organisation may also be bound by 
statements made by persons who are held out by it as having apparent authority to deal or
transact on its behalf (for example, hedging managers, purchasing managers), particularly in
circumstances where a third party relies upon such statements and acts to its detriment.
Transactions are often conducted over the telephone and this needs to be taken into account
when considering matters such as delegation and authority to deal. Any individual who
commits the organisation to transactions should have the necessary authority to do so and
have sufficient understanding of the terms of the applicable mandate or account
documentation.

Misrepresentation

6.17 Brokers may be under a duty to “know” their customers/counterparties. Any organisation 
which is asked to give information about itself (e.g. to provide details of its dealing authority)
should ensure that it either gives only accurate answers or, where it is able to do so (e.g. the
information is not required by law), declines to provide the information to avoid any risk of
misrepresentation through, for example, partial disclosure. Where any representation is
required to be given in any documentation (including in any terms of business letter or
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master agreement), the organisation shall only represent matters, the truth and accuracy of
which can be verified by it. This is because a misrepresentation may result in a damages
claim, loss of credit and, exceptionally, cessation of trading or even termination of
transactions entered into through or with the relevant broker. For this reason, in-house
monitoring procedures should review all representations and warranties made by the
organisation.

Legal Opinions

6.18 Senior management should issue internal guidelines on the circumstances where the 
organisation must obtain a legal opinion from overseas counsel. Such legal opinions are
useful methods of identifying legal risks in transactional arrangements, and are particularly
important where the transaction jurisdiction is unfamiliar or unusual or known to be “high-
risk”. The organisation should compile (utilising legal support, as appropriate) and circulate
internally a list identifying such jurisdictions. 

6.19 Legal opinions should be reviewed by the organisation to ensure that:

(a) they accord accurately with the scope of the original instructions;

(b) any qualifications or underlying assumptions are recognised and understood;

(c) areas of legal risk to the organisation are properly addressed (e.g. to meet any regulatory
obligation covering dealing risk);

(d) where legal counsel gives opinions on multiple issues, the related facts and assumptions
should be scrutinised for relevance and accuracy;

(e) where legal opinions do not quantify the seriousness of a risk – legal counsel is pressed 
to make a risk assessment in the qualifications section of the opinion or through an
advisory side-letter to the organisation (and, where appropriate to advise on steps to be
taken to minimise the risk, particularly in foreign jurisdictions);

(f) any bankruptcy qualifications, which are crucial for counterparty and credit risk 
management purposes, are understood.

Liability Risk

6.20 This type of legal risk is the risk of loss that will arise if the organisation is held responsible 
by a court or arbitration forum in respect of a claim for damages or for recovery of an unpaid
debt or action based on a breach of or a default under a contractual commitment. Other
sources of potential liability risk include the commission of any tort, criminal offence or anti-
competitive practice. The organisation should always seek to contain liability risk, particularly
the consequences of giving or accepting advice to or from other parties. Methods of
mitigating liability risk should be put in place wherever possible e.g. exclusions of liability or
carve-outs of responsibility.

Regulatory Risk

6.21 This off-shoot of legal risk is the risk that an organisation may find itself in breach of any 
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requirements that may be imposed upon it by a regulatory authority; or that the
organisation’s brokers fail to deliver on those regulatory safeguards which are designed to
protect the interests of the organisation which it is required to observe; or, when the
regulations designed to achieve that purpose fail to do so because they are inadequate or
because there has been a failure on the part of the broker’s regulatory authority. This means,
for example, that organisations should ensure that all external regulatory, legal and other
reporting requirements and obligations are considered, acted upon and met and that
organisations have some appreciation of the regulatory safeguards that their brokers are
required to observe when dealing with them or on their behalf. 

Suggested action points

• The organisation should establish that it has the necessary power under its constitutional 
documents and any relevant legislation to trade derivatives of the kind and in the
manner envisaged (e.g. OTC or exchange-traded; for hedging or speculative purposes; on
domestic or overseas exchanges) and to enter into any related agreements or security
documentation.

• Authority to enter into derivatives transactions should be carefully defined and delegated 
to appropriate staff and be subject to regular monitoring and enforcement.

• A process should be established for reviewing and analysing trade data for suspicious, 
unauthorised or unusual patterns of trade activity.

• A complete list of approved existing and potential brokers should be drawn up, 
circulated and updated, with annotations indicating in summary form any restrictions
imposed on any of them.

• Account documentation, mandates or other documentation should be considered 
carefully and reviewed to ensure that they are fully understood and that they accurately
reflect the nature of the relationship between the parties.

• Market-standard master agreements should be used and netting provisions checked for 
relevance to derivative transactions of the kind being transacted. 

• Any required margin or other credit support arrangements should be properly documented.

• Risk warning statements (and the implications of any “opt outs”) sent by brokers should 
be read carefully and be understood before dealings commence with or through that broker.

• Where a legal risk has been identified, internal reporting procedures should be set up to 
facilitate effective liaison with internal and external legal advisers as necessary.

• The organisation should ensure that there is adequate internal awareness and 
understanding of relevant exchange and clearing house rules which govern its trading
activities and a process established for evaluating the implications of any changes to
those rules on the organisation’s trading activities.

Contacts with overseas legal counsel should be established to research into complex cross-border
transactional issues.
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GLOSSARY OF TERMS

N.B. These definitions and descriptions are accurate at the time of publication. 

Alternative Trading System A system which provides similar but “alternative” functionality to a regulated 

market (see “Regulated Market”), but which is not licensed as a regulated market

and which may have more limited transparency and access (e.g. access may be

restricted to wholesale participation).  

Arbitrage The simultaneous purchase of a derivatives contract in one market and the sale 

of a derivatives contract in the same or a different market where the objective is

to profit from a discrepancy in the price relationship between them.

Best Execution The obligation on a broker to obtain the best possible result for a customer with 

reference to price, size and the nature of the transaction, but taking into account

the state of the relevant market(s) at the time of execution and the nature of the

customer’s order. The relevant market is usually the market which offers the most

favourable trading conditions in terms of transparency, liquidity and clearing and

settlement arrangements to the envisaged transaction. (See also page 47).  

Chinese Wall An independence arrangement within a financial institution which is designed to 

contain and segment the flow of inside information between clearly identified

business areas in order to prevent the misuse of that information and manage

the institution’s conflicts of interest. 

Clearing See page 12.

Collateral Assets provided by one party (or a third party acting as a credit support provider) 

to the other party to secure payment of the first party’s obligations in relation to

derivative or other transactions in the event of default. Collateral may also take

other forms such as the provision of a guarantee by a parent organisation.

Credit Risk See page 32.

Derivative A financial instrument the value of which is dependent on or derived from the 

price movements in one or more underlying assets (such as currencies,

commodities, equities, equity indices, interest rates, securities and any

combination of these).

Derivatives can be traded on an exchange, on an alternative trading system (see

“Alternative Trading System”)  or “over-the-counter” (see “Over-the-counter”).

Exchange-traded contracts tend to be short term and standardised, whereas over-

the-counter derivatives are more varied (and may be more complex) and are

structured to meet the needs of the parties. 

Efficient Portfolio A generic term used to describe a strategy for reducing risk or cost or generating 

Management additional capital or income (with no, or an acceptably low level of, risk) in the 

management of portfolios through the use of derivatives which are economically

appropriate for that purpose and where the exposure created by those

transactions is fully covered by cash, securities or other property sufficient to

match that exposure.

Forward Rate Agreement A contract for difference under which one party (the buyer) and the other party 

(FRA) (the seller) agree to exchange at a specified time the difference between a pre-

agreed fixed rate and the then current interest rate. If rates have risen, the seller
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pays to the buyer at maturity the difference in rates. If, on the other hand, rates

have fallen, the buyer pays to the seller the difference.  

Futures Contracts to buy or sell a standard quantity of a specific asset (or, in some cases, 

receive or pay cash based on the performance of an underlying asset, instrument

or index) at a pre-determined future date and at a price agreed through a

transaction undertaken on an exchange.

Gearing (or Leverage) In the context of a derivatives transaction, gearing is a generic term used to 

describe the situation where a party may be required at the time a transaction is

executed to put up only a small proportion of the total price of the transaction.

This element of gearing has the effect of enhancing the risks and rewards

involved in transacting derivatives.

Hedging A generic term used to describe the use of derivatives or other financial 

instruments for the purpose of reducing or modifying risk exposure in, for

example, interest rates, exchange rates, commodity prices or equity prices. 

Insider Trading Wrongful use (including dealing) of information, which has not been made 

public, of a precise nature relating to one or more issuers of financial

instruments or to one or more financial instruments, which, if it were made

public, would be likely to have a significant effect on the price of those financial

instruments or on the price of related derivative financial instruments. In the

context of commodity derivatives, the information must also be of a kind that a

user of markets on which such derivatives are traded would expect to receive in

conformity of expected market practice on those markets. 

Liquidity Risk This is the risk of (1) an inability to trade or of being able to trade only at a 

discounted price because of a lack of supply or demand or (2) a counterparty not

being able to meet its settlement/payment obligations.

Margin Cash or securities deposited with a firm or clearing house both as a form of 

collateral and a way of settling realised profit and loss on positions. Margin

payments are designed to ensure that clearing members have sufficient

resources to support open positions (that is, positions not matched by offsetting

transactions or satisfied by delivery). For this reason, margin is calculated and

adjusted on a daily basis according to present market movement.

Market Manipulation Transactions or orders to trade which give or are likely to give false or 

misleading signals as to the supply, demand or price of financial instruments, or

which secure, by one or more persons acting in collaboration, the price of one or

several financial instruments at an abnormal or artificial level, or which employ

fictitious devices or any other form of deception or contrivance.  

Market Risk See page 28.

Mark-to-Market The valuation of a security, derivative or other financial transaction, or a portfolio

of such securities or transactions against current market prices.

Master Agreement A master agreement setting out the terms (including the terms as to netting) of 

the various transactions covered by it. 

Netting The process by which a single payment obligation is derived from a number of 

sums owing between the parties.
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“Close-out netting” is the netting of payment obligations produced upon

termination of a master agreement governing such obligations. “Payment

netting” is the netting of payment obligations denominated in the same currency

under the same transaction or a specified group of transactions (as the parties

may agree). Unlike close-out netting which only applies upon termination of the

master agreement, payment netting operates on an on-going basis, during the

life of the relevant master agreement.

Operational Risk See page 39.

Options   There are two forms of options: put or call options. Put options are contracts 

sold for a premium that gives one party (the buyer) the right, but not the

obligation, to sell to the other party (the seller) of the contract, a specific quantity

of a particular product or financial instrument at a specified price. Call options

are similar contracts sold for a premium that gives the buyer the right, but not

the obligation, to buy from the seller of the option. Options may also be cash-

settled.

By their nature, options give rise to different risk profiles between buyers and

sellers. Option buyers are exposed to limited loss (that is, the premium or fee)

but theoretically unlimited profits. Option sellers, on the other hand, have limited

opportunities for profit, but potentially unlimited loss, although such exposures

can be limited by hedging or by contractual provisions which “cap” the amount

of potential loss.

Over-the-Counter (OTC) A security or other instrument that is not traded on a “regulated market” (i.e. an 

exchange) but by way of private negotiation between counterparties. OTC

instruments can be created by and under any provisions acceptable to the parties

and permitted by law. (See also “Derivatives”.)

Regulated Market A market which provides a multi-lateral dealing facility for the buying and selling 

of financial instruments and which operates according to non-discretionary rules

set by the operator; and which is licensed and regulated as a “regulated market”

(see also “Alternative Trading Systems”).

Rollover Risk In the context of exchange-traded transactions, rollover is the process by which a 

transaction entered into in respect of a particular settlement date is replaced by a

new transaction which is to be settled on the next succeeding settlement date.

Rollover risk is the risk that the market price for the new transaction may deviate

from its fair value.

Segregation See page 36.

Swap A contract under which the parties agree to exchange cash flows, the amounts of 

which are determined by reference to an underlying asset, instrument, index or

notional amount.

Value-at-risk (VAR) A measure of quantifying market risk based on an estimated probable (generally

within a 95%-99% confidence level) loss over a given period of time in the value

of an asset or portfolio of assets. 
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USEFUL NAMES AND ADDRESSES

Association of Corporate Treasurers UK Representative Office, 50 Cannon Street, London EC4N 6JJ

Telephone: 020 7213 9728  Fax: 020 7248 2591

Email: varkley@treasurers.co.uk  www.treasurers.org

Clifford Chance 200 Aldersgate Street, London EC1A 4JJ

Telephone: 020 7600 1000  Fax: 020 7600 5555

www.cliffordchance.com

Confederation of British Industry 103-105 Oxford Street, London WC1A 1DU

Telephone: 020 7379 7400  Fax: 020 7240 1578

www.cbi.org.uk 

Eurex Frankfurt AG Neue Borsenstrasse 1, Frankfurt/Main, Germany D-60487

Telephone: 49 692 101 5438  Fax: 49 692 101 3941

Email: info@eurexchange.com  www.eurexchange.com 

UK Representative Office, 50 Cannon Street, London EC4N 6JJ

Telephone: 020 7778 9310  Fax: 020 7778 9322

Email: info.uk@eurexchange.com

Euronext.liffe Cannon Bridge House, 1 Cousin Lane, London EC4R 3XX

Telephone: 020 7623 0444  Fax: +44 (0)20 7588 3624 

www.liffe.com

Financial Services Authority 25 The North Colonnade, Canary Wharf, London E14 5HS 

Telephone: 020 7676 1000  Fax: 020 7676 1099

www.fsa.gov.uk 

FOA Telephone: 0207 426 7250  Fax: 020 7426 7251

Email: info@foa.co.uk  www.foa.co.uk

Institute of Directors 116 Pall Mall, London SW1Y 5ED

Telephone: 0207 8391233  Fax: 020 7 766 8833

Email: enquiries@iod.com  www.iod.com 

International Petroleum Exchange Limited International House, 1 St Katharine’s Way, London E1 9UN

Telephone: 020 7481 0643  Fax: 020 7481 8485

Email: info@ipe.uk.com  www.ipe.uk.com

OM London Exchange Limited 131 Finsbury Pavement, London EC2A 1NT

Telephone: 020 7065 8000  Fax: 020 7065 8001

www.omgroup.com

PricewaterhouseCoopers Southwark Towers, 32 London Bridge Street, London SE1 9SY

Telephone: 0207 583 5000  Fax: 0207 822 4652

Email: webmaster@pwcglobal.com  www.pwcglobal.com 
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This document is intended to provide a helpful indication of some (but not all) of the kind of
controls and procedures that may be adopted by the users of derivatives. They are in no way
conclusive or exhaustive and in many cases will need to be adapted to suit the type of user, the
scale of their trading and the expertise of their staff. Users of derivatives should always seek legal,
accounting and other professional advice on the procedures, practices and controls which are
appropriate to their own particular use of such financial instruments.
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